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Vel come to Dell Easy Setup Wzard

The Setup Wzard guides you through the initial switch configuration, and gets you up and running as quickly as possible. You can skip
the setup wizard, and enter CLI node to manually configure the switch.

The systemwill pronpt you with a default answer; by pressing enter, you accept the default.

You must respond to the next question to run the setup wi zard within 60 seconds, otherwise the systemwill continue with normal operation
using the default system configuration.

Wuld you like to enter the Setup Wzard (you nust answer this question within 60 seconds? (Y N[Y]Y
You can exit the Setup Wzard at any time by entering [ctrl+Z].
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The systemis not setup for SNWMP nmanagenent by defaul t.

To manage the switch using SNWP (required for Dell

1 Setup the initial

1 Return later and setup additional

For nore information on setting up SNMP accounts,

Networ k Manager) you can

SNWP version 2 account now.

SNWP v1/v3 accounts.

pl ease see the user docunentation.

Wul d you like to setup the SNMP management interface now? (Y NJ[Y]Y

[NE 220604 S 22 0| SEtHaAIR.

iy

V1S 2560 21 OtEALS HISSHYAI2. O WE01 ZAIELULICH

To setup the SNWP managenent account you nust specify the management system|P address and the "community string” or password that the

particul ar management systemuses to access the switch. The wizard automatically assigns the highest access |evel

this account.

You can use Dell Network Manager or CLI
management systems, see the user
To add a nanagenent station:

Pl ease enter the SNMP comunity string to be used:

docunent at i on.

Pl ease enter the I P address of the Management System (A B.C.D) or wildcard (0.0.0.0) to nanage from any Managenent Station:

Os ues s,

1 SNMP HRLIEl X (0ll: De B B_Network Manager)

to change this setting,

and to add additional

[ Del I _Net wor k_Manager ]

1 22| AIAES IPFA(A.B.C.D)E= 222 2te| AHIOIEMA 22lE 4 A= AL EIE F24(0.0.0.0)

m F: 022 AIXREE IPFA & &Lt

Enterd|E S24AI2.

OHR AL S 2

CS &0l EAIELICH

Now we need to setup your initial privilege (Level
This account is used to login to the CLI

15) user account.

and Wb interface.

You may setup other accounts and change privilege levels later.

For nore information on setting up user accounts and changing privilege |evels,

To setup a user account:

Enter the user name<1-20>:[adnin]
Pl ease enter the user password:*
Pl ease reenter the user password:*

LHes =8I,

managenent

[Privilege Level 15] to

systens. For nore information on addi ng

[0.0.0.0]

see the user docunentation.
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Enterd|E S248AI2.
ORI AL &3 3
CtS W&ol EAIE UL
Next, an | P address is setup.

The 1P address is defined on the default VLAN (VLAN #1), of which all ports are nenbers.
CLI, Wb interface, or SNWP interface for the switch. To setup an | P address:

This is the I P address you use to access the
Pl ease enter the | P address of the device (AB CD:[1.1.1.1]
Pl ease enter the | P subnet nmask (A B.C.D or nn): [255.255.255.0]

IPFEA L IPABY OtASE AAGHAUAIR. HE S, IPFAZ 1.1.1.18 Y5t IPAEBY 0tAIZ 255.255.255.08 L AGHAAIL.

OHEH AL S 4

CS a0l ZAIELICH

Finally, setup the default gateway.
Pl ease enter the IP address of the gateway fromwhich this network is reachable (e.g. 192.168.1.1).Default gateway (A B.C.D):[0.0.0.0]

Jl= HIOIER0IE LA,

Enterd| S S24AI2. OIS W0l ZAISLICHUMZ M3 OHE It ALZE).

This is the configuration information that has been col | ected:

SNWP I nterface = Del | _Network_Mnager @. 0. 0. 0
User Account setup = adnmin

Password = *
Managenent | P address

= 1.1.1.1 255. 255. 255.0
Default Gateway = 1.1.1.2
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If the information is correct, please select (Y) to save the configuration, and copy to the start-up configuration file. If?the
information is incorrect, select (N) to discard configuration and restart the wizard: (YN[Y]Y

[NE 226t £X OHEALS CHAl AIRGHEAI2.
V1S 2060 21 OtEALS 2ZSHYAI2. OIS WE0I ZAIELICH

Configuring SNVP nanagenent interface
Configuring user account......
Configuring IP and subnet......

Thank you for using Dell Easy Setup Wzard. You will now enter CLI node.
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DICP MHOA IPFA 222D

Yo 7y IYN HEEXL IPFLE NFEX 25U

02

DICP Z2EZES ME0I0 IPFAS S22 2, X DICP 2H0IHERZ HSELIG EXI0t MEHE Z2,DICP
Ch. IPFAS DICP AMHOIA S 224H TS SIS SSHUAIR.

FAE

S S DICP A Ei= DICP MHiJF A= MEUN &2lo ZES HEist) HAZGHYAIR.

1 IPFAE
2. US ZYs Y50 IPFLAE +45Hs O AI8EE HH8E ZES ASHYAIR. TS MFNAN SH2 40l A8sls ZE SFREJIL22 L
1 SHIPFA 29!

consol e# configure

consol e(config)# interface ethernet 1/el

consol e(config-if)# i p address dhcp hostnane power connect



consol e(config-if)# exit

consol e(confi g)#

1 VLANAM SX IPFA &

consol e# configure

consol e(config)# interface ethernet vian 1

consol e(config-if)# i p address dhcp hostnane device

consol e(config-if)# exit

consol e(config) #

QIEHOIAE IPFAS S22 FAIELICH

consol e# show i p interface

| P Address I/ F Type

100.1.1.1/24 vlan 1 dynamc
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1. IPFAE S22/ BOOTP MH £= 01248 AHIE Zast MEUWN ZES H=Gt D HEGAAR.
2. NAE TSZENAM delete startup configuratidBZ S 225101 SHHUMA AIZ 2ES AHGHYAIR.
X = 70l g0l IHREEIMH 60X Ll BOOTP RF AES AIRELICH EX= IPFAS UHS22 SAIELICH

CIS GiIMl= Z2 A A0 CHoll & HELICH
consol e> enabl e
consol e# del ete startup-config
Startup file was del eted
consol e# rel oad
You haven't saved your changes. Are you sure you want to continue (y/n) [n]?
reset the whol e system and di sconnect your current session.

This command will

Kok ok kK k ok kK kR Kk ok Kk kR k kK k kK k kK k kK k kK kK k ok k kK ko

/* the device reboots */

Do you want to continue (y/n) [n]?

IPFAE 2015242 show ip interface S YAGAAIL.

EXle= OlM IPFAZ REELICH
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consol e(config)# aaa authentication login default |ine

consol e(config)# aaa authentication enable default Iine

consol e(config)# |ine console

consol e(config-line)# | ogin authentication default

consol e(config-line)# enabl e authentication default

consol e(config-line)# password george

1 EOI2 AldS Soll NES2 EX0M 2020t= 32,245 ISZE( georgeS LA,

1 BX2 255 24352 HEokE R, 4S TEDLEN george S LHGIMAIL.

consol e(config)# aaa authentication login default |ine

consol e(config)# aaa authentication enable default |ine

consol e(config)# line tel net

consol e(config-line)# | ogin authentication default

consol e(config-1ine)# enabl e authentication default

consol e(config-1ine)# password bob
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consol e(config)# aaa authentication login default |ine

consol e(config)# aaa authentication enable default Iine

consol e(config)# line ssh

consol e(config-line)# | ogin authentication default

consol e(config-line)# enabl e authentication default

consol e(config-line)# password jones.

1SS MEg
1 ZX RCE SHEER HASIE T2, jonesE AR
I HTTP &5 4
LB,

ZITTP 2SS P4oteds O

consol e(config)# ip http authentication |ocal

consol e(config)# usernane adnin password userl |evel 15

ZJ|HTTPS 25 74

S g¥s YA,

ZIIHTTPS €5 E P46t ® Lt

consol e(config)# ip https authentication |ocal

consol e(config)# username adnin password userl |evel 15

Ul =SSk NMES AMBOtES 74

HTTPS MIES AFE5HDI <ol §0lg,

las &

ﬁ ZF: HOIX W20l EAIHES & EctM0IA SSL 2.00

consol e(config)# crypto certificate generate key_generate

consol e(config)# ip https server



S http £= https A S H3IoHs 32, ASK 01S0E admin2 226t 2S50= user1sS &

ﬂ = Http & fttps MUBIA0IE Sl 15 HAADL 225t o old AM A0 HE AZSLICH

AN EX

AlE O #X

AZ B2 Xt ATZEQN U225, Zci4 Mol & 45 S0t ZEELIG Aet BXs JIs X

X FE SO0 AIX H7E AIXE = ASLICH ASX BH2 POST B AL EL= A AIRELICH

AZ HIwE Al&GHe &

1. HE2 AL NS 2E HAXE EHAL.

Feke kAR AR AR AR AR RYRTEM RESET HHhe etk ek sk ke

Boot1 Checlsum Test

Bootl Checksum Test..... ...t PASS

Flash Image Vallidation Test.............c.oooueen. PASS

BOOT Software Version 1.0.0.05 Bui I t-QBan- 2005 14:46:49

Carrier board, based on PPC8247

128 MByte SDRAM. I-Cacte 16 KB. D -Cacfe 16 KB. Cacle Enab led.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

2. XS FE UHAIXOL ZAIE M <Enter>3|E =c A U2 JHYAIR. AR Ol EXt= ASCHIEDIE £=

[1] Downl oad Software

[2] Erase Flash File

[3] Password Recovery Procedure

Windows typerTermina il

HEOI 2 MOl ZEEX &
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[4] Enter Diagnostic Mde

[5] Set Ternminal Baud-Rate

FANF NN SHE AHsis I2, B OL2 0 ROUBIAAIR. BE(OIZ2) LK S5t 22 2

1. AHE SN @12 S2EAM. U8 ZSZEJ ZEAIE UL

Downl oadi ng code usi ng XMODEM

ek kR ko Kk kR kR Kk kK kKK Kk kK k kK Rk kR ok kK k ok k Kk kk kK Kk ok kk kR kK k ok ok k

*** Running SWVer. 1.0.0.30 Date 09-Jan-2005 Tine 14:30: 02

Sk ko ok ok ok kK ok ok ko ok ok ok ok ok ok o ko ok ok ok o ko ok ko Kk ok ko Rk ko

HWversion is

Base Mac address is : 00:00: bO: 45: 54: 00

Dramsize is : 128M bytes

Dramfirst block size is : 36864K bytes

Dramfirst PTRis : 0x1000000

Flash size is: 16M

Loadi ng runni ng configuration.

Nurber of configuration itens |oaded: 5

Loadi ng startup configuration.

F: I N 9gle0] Mg RE(SEPE])E 2 + UASLILL H20 A 2= AIR2 2 HHMUIA

A0 22 EXts M HEES U22C06H0 &aE IS WA, AIAE ATE0E YU0IE = ZOe0lE6t= =0

EE =18

ICh. ALE Ol 5 Ol A

HBE =+ ASLICH

ATE

ANE U22e



Nurber of configuration itens |oaded: 5

Devi ce configuration:

Slot 1 - PowerConnect 3424 HWRev. 0.0

BOXP_hi gh_appl _i ni t: dpssl pcl nit St andAl one

Tapi Version: v1.3.1.6P_01_03

Core Version: v1.3.1.6P_01_02

01-Jan-2000 01:01:19 AN T-I-InitConpleted: Initialization task is conpleted

01- Jan-2000 01:01: 19 %Box- |- FAN- STAT-CHNG FAN# 1 status changed - operational.

01-Jan-2000 01:01:19 %ntity-1- SEND- ENT- CONF- CHANGE- TRAP: entity configuration change trap.

01- Jan- 2000 01: 01: 19 %Box- |- FAN- STAT-CHNG FAN# 2 status changed - operational .

01-Jan-2000 01:01: 19 %Box- |- PS-STAT-CHNG FAN# 1 status changed - operational .

2. CIOIHEIDIZS AtEcot=s Z2,0t0/HEDIE Ui 2AHUA BSS SSHUAIL.

I
@
S
=
t0

3. It 018 ZE0A T2EEstais 2 oY H2E ¢

v
e
el
124
>
0

4. Z2EZ2 ZC0A Xmodem Z2EZ0| dHEUA=X

5. MES FE2HA ATZESOI GRESELICH

ﬂ F: AODEODLUR2EE £, X0 HS22 WRESLICH

EdH W NI - S48 R]

OHOR == M2 E & 00k ELICEH

rn

ol
=F

X RS X0k LG FEE XKL CLI, EWSE = SNMPE Sdll 78 2

[0

<ol

fr

PN

THS XA

>

1 AFRMFUAM2E Lol RIS sl S+ TS ANRYAIL. TS HAIXIOL EAIELCH

WARNI NG About to erase a Flash file.



Are you sure (Y/N? vy

2. LYE S248AI2. U3 HAIXIOL EAIELICH

Wite Flash file nane (Up to 8 characters, Enter for none.):config

File config (if present) will be erased after systeminitialization

== Press Enter To Continue =

3. configg Eci+ It 01522 LHGAAL. €0l XX L2 X0t HEEELICH
)

%5 =27 24 B]

LS E doibiel IR, AH BIm0A 25 S BXE 43S = ASLICH EX &3 Al 250t 8lol

2Z EOIE0AME 2otl= 4SS 2l0itiel B S5t S:

1L AENRUAN B2 22610 <Enter>3| S S28AI2. 2SI AMELICH

ﬂ F: YA 2SS 206 flo HE Orsst 22 Yol et HSE MALGHEAIL.

s XN SEf A8

BHOlg 28 €3 - 84 B]

HOlE BEE25 £350td B]S 261 <Enter>3J|E S 28 AIL.

e B2 2260 "ESCT JIE =2 SEOAAIL.

TFTPAHIE Sol 2AZEQ 0 U22E

Ol Z0ll= TFTPAHE Sall ZXI AZEO(A2E & 2E 0[0IX)E U2 E0[= O

i
o

AAE OIDIXI CI22E

X = AIAE OIDIXIS AL20l MEE Zch+ U2l SHMA AIAE 0I0IXI2 2ES F= R0 2
e JIEt g0l MEELd

o

HELICH TFTPAHE A2

=

|

ASELICH M 0IDIXE 22 S =,J|EH AIAE 010IX At2E

OE U220 doll LS00k SLICH

off g
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TFTPNMHE Soll AIAE 0I0IXIS G226t S
1. IPFAIFER ZE S oLl 28510 TETPAH 0l ping0l BSE == A=K &IGHAAIR.
2. OtY(arct)0l 22 EE D TRTPAHO ME ==X 2OlGtAI2.

3. show version FHEZS LH5I0 EXI0A L= ATER0 HES HOGHUAIR. THSE2 BEJH EAS= WAL LICH

consol e# show version

SWversion 1.0.0.30 (date 27-Jan-2005 tine 13:42:41)

Boot version 1.0.0.05 (date 27-Jan-2005 tine 15:12:20)

HW versi on

1o
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4. show bootvar Z& SOIGHMAIR. THEE HEJL HAIE = MM LICH
consol e# show version

I mages currently available on the Flash

I mage-1 active (selected for next boot)

| mage-2 not active

consol e#

5. copy tftpf/{tftp addres}/{fille nanbBage TS /245101 M AIAE OI0IXIS X0 SAGHIAIR. M OI0IKIE CH2RSE 2 JIEH AIAE 010IXI2 AHZ(UI0IA EAI
& HheH 200l image -2)2 SIGH EYE A0 HESLICH OS2 F2It BAEE GIHMLLICH

consol e# copy tftp://176.215.31.3/filel.ros inmage
Accessing file “filel' on 176.215.31.30

Loading filel from 176. 215. 31. 3:

RN RN RN RN R R R RN RN R RN R RN R RN R RN N RN RN RN R RN R NN RN NN R RN RN RN RN RN RN R NN RN NN RN RN NN R RN RN RN NN RRNRRRNRRNE

Copy took 00:01:11 [hh: nm ss]

1o

ZEHE SA Z2NAD AW SHE ZAIELICH 2t ZEHE=512HI01E0 §3H22 MELASE 2A0IFLICH OB HEE SA Z2AAIEHY OIREASE HAIRLICH OHEHEIb
E | A

HAIDY SAHZ

S AAHE HHS UGN TS FEO AFSE 0I0IXE HEGHUAIR. 0l ZE S 228t =,show bootvar BHS 2250 boot system SHO0IM OB +=2 HAIE At

o
oo
o

&t HAIE = O M LICH



consol e# boot systemimage-2

consol e# show boot var

I mages currently available on the Flash

I mage-1 active

I mage-2 not active (selected for next boot)

SE ALE HES LHGH OIS RE0 ALSE= 0I0IXIE HEGHK]

7. reloadd¥@sS LAY AIL. CIS HIAIXIOF HAIELICH
consol e# rel oad
reset the whol e systemand di sconnect your current session.

This command will

8. yB YAGHAIR. BXJ MEYSUICH
£g 00X CI22E

TETPMBI0IA A

e 0I0IXE 2E06t 0 SN0 Z2 DeHstet
SLICH TFTPABIE

Sl FE 0I0IXE U222 =6t 2:

ol ggel

O22E50 TFTPABIO MEE =X &el5ta Al

o

HA 282 250 S EXN0M &= 2ZES

2
=

consol e# show version

SWversion 1.0.0.30 (date 27-Jan-2005 tine 13:42:41)

Boot version 1.0.0.05 (date 27-Jan-2005 tine 15:12:20)

HW ver si on

S8 0l0IXID0t LEIOIEELICH XD HXH 2

HS golstyAI2. Tise FEDt

HUSH AIAE2 S 24 0I0IXNZREH LU

Do you want to continue (y/n) [n]?

g 010IXl= 2EELILH AL Xt=

0 TETPAH 0l ping0l BESE == A=K SUGHHAIR.

HAIE = oM LC

4. copy tftp/{tftp address}/{file namtpot SZ S YAGI0 £ E 0I0IXE EXI0 SASHIAI2R. TS HE0 HAIE= M LICH

consol e# copy tftp://176.215. 31. 3/ 332448-10018. rfb boot

Erasing file..done.

RN RN RN R R RN R RN R RN R RN R RN RN R RN RN RN AR R RN NN AR

Copy: 2739187 bytes copied in 00:01: 13 [ hh: nm ss]

5. reloaddd@s HSIUAIL. TS HAIXIOL EAIELICH

S8 0I0IXl Ar2g HOo

RN RN RN R RN RN RN R R RN RN R RN R RN R R R RN RN R RN NN NN AR

o
4+

£%Q



consol e# rel oad

This command will reset the whol e systemand disconnect your current session. Do you want to continue (y/n) [n]?

6. yS LHIYAL. X0t HREELICH

X ZE FH0l 2t e HL20= NS £ HSHLISOH CHet 2tst 80 M@ ZE9| J|2 &F0| ZatgLit
s =3

s ¥ 2E 10/100/1000BaseT M & ZES| £& IS 2X,015 25 % S5 MU E 24 LIL. IS 2¥2 2 ZEY =22 g4dstELt.

s z¥2 & 2 TWEUH AN RdE LIS & ZENM 8E52,018 25 £ S5 HO(SE MO JI=dt2 Hgdat) Jise she BEUMIN 2HE &= ASLICL 1
ot S XEE S A0IS 20 35 222 ASELIG.

TS £2HES NG 2= NICE 20U XIS 22 HHoHX &2 B2, X H& ZE Y NICE 2F S22 S8 25 2 015 252 £FHok &Lc

HZ CHEZRC AHIOIE0 HM0IS S2A22 R4S X 100BaeT ZE IS ZHE ATots 32, XS 22 AHO0IE0] BH0IS A2 XS6H-S Ao &LICH

MDI/MDIX

EXle LE ®E 10/100/1000Base ZEMM 2 X WA H OIS XS 2XE XNFELICH 0l Vs UHE 22 dR20I0 XI5 £2FO0| 246t &4stELICH

=

D /MDIX X OHAl = IHHO0IA)It 8 5tE 32, 9ﬂ0|=’ HEHO @2 T1E +HS AEE £ UACH, XM HO0IS L WX HOIS A0I1S PEES 2ASUICH 25 AHIOI&0H
HE HHH2 MDI(OHA 3= AEHHIOIA)0IH, 52 % AAXI0 CHet = B2 MDIXLICH

row\

X H0I1E 252 PEE ZEO Holl 802.3x S5 MOE XAESLICLH I =222,0| Jls2 HIEdstaUt. ZEY 0| )52 g43e & ASLICL S5 Mo dHLIS2 =8 =
0l d& =0l ASE BUHH &S dAXCZ SXGHH B QUES S LXIE = A &LICH

XE B0IE 252 PEE ZEO ol i D152 XNAELICH JI2422,00 Vs HIgdstaUt. ZEY 0] J|s2 838 & ASLICL e H3HLISS &5 50| It Mel
g2 LAHC2 MEGHA RO BLICH =4l 2 AZS HR6H0 =IOt Melzol ol AL8 2otsohll 2 & ASLITH
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CS M= 22l EXEC 2S00l HHAS TS AHEX EXEC 2E2 SO0tt= Ol ol £ &LICH

consol e> enabl e

consol e#

consol e# di sabl e

consol e>

22U ZES AME6H 018 LEZ SOINAIR. HE S8, AHBI0IA 24 2EUHAM 8 24 2E2, 89 24 LEUA 22l X EXEC 252 S0t LT

d Y HY2 ST ZIZES T= AHHO0IAD Ot AIAE IS0l HZELICH

d P4 220 MAAGHAN 22| EXEC 25 IS ZENA configure S8 S 285t0) 318 S28A2. &
ElZ TAIELICH

consol e(config)#

do P4 FPS LS5t 38 ZSTEN =SHE AR
o P4 2E0M 22l X EXEC 2E2 SO0t exit HHE S G U IS +E HHUA IS FEHA2.

S tMs 8 74 ZE0 HAAS CHS 22l EXEC RE2 SO0tt=s 2ol tholl & FELICH.

consol e#

consol e# configure

consol e(config)# exit

consol e#

CLIZES Ml =0 tohl M= Dell™ PowerConnect™ 3424/P & PowerConnect 3448/P CLEE YA

S HOIXNZ S0t

rr
fon
>

E 0I5 S0l (config)'

mn2eJIs #t 2
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SLICH Asset HIOIXIS 22 E2l F0lA System— General— AssetS S2I6HA Al 2.

a8 6-2 Rtk

50112 Ganera - Assel
1=1 Hurne
Bl ysten General - Asset

General
SMTP

Logs

1= Aceressing

SHM™
«+ Filr MWlanagrrer
Advanc2d Setin Syster Locazion 1€ 1589 Zheracters)
Swilih

14

o o

- Manzcemert Sz Syster klame (J-159 Caaraciers)
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Time 0G:25:01
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System Name (0-159 Characters) — AFE Xt & 2

System Contact (0-159 Characters) — 22| & &< X 0| LICH

System Location (0-159 Characters) — S I &8 =0l A|AE0| U= XL LICH

MAC Address — & Xl MAC =A&ILICH

Sys Object ID — SHMOIA J1€2 UIERAT 22l MEAIAHS 2IE6t= IDYLICH

Date (DD/MMM/YY) — & i £5. A2

fIe

JE, A YLICH OIS 9, 10/0CT/032 2003 102 102 S HAISLICH

Time (HH:MM:SS) — Al2tS EAIRLICHL A2 AL 2, ZYUILCH S S8 20:12:212 2% 8Al 128 212 S HAIELICH

Unit No. — ZX| Ata B2t HAIG = S99 MSALICH
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Service Tag — & X %2l



Serial No— & X2 &g 1S LICH

ANAE FHE Ho

1. Asset HIOIXIE OI&AI2.
2. o ZEES FoGtAAIR.

3. Apply ChangesS Z22I5t&AI2.

ANAE DK 4=0F F2l& D X0t o EELICH

g N8 AF

1. Asset HIOIXIE OI&AI2.

2. TelnetS SGIYAI2.

2l HE0l AIRELICH

CLIZHE AI86l0 EX 38 74

OS HEO M= Asset HIOIXIO EAIE 2E

L]
HL
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nx
0
ol
flr
[e]
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oy

2 Qe

HeLldcLyzg

cLIgd 49

hostname name X SAE 01ES EAIGHHL =FELICH
snmp-server contact text AAE SSIUE SFELICH

snmp-server location text ROt A= A0 CHst FE2E LHFLICH

clock set hh:mm:ss day month year | AIAE) 28 & EME =522 dF&LICH

show clock [detail] ANAE 2o AlZEY IS HAIELLCH
show system id MEIA B EEE HEAISLICH
show system ANAS HEES ZAELULCH
asset-tag A E X R ERDE ZFELICH
show stack <1-6> ANAE ASH MBS ZAISLICH
show system [unit & &] ANAE HES HAIBLICH
show system id [unit B ®] ANAE IDEEE HAELICH
CISS CLIYEE ALS0t0 22X SAE 01§, AIAS S & R PAXNE ot AAH 220 Al Y WS EFot= o LICH

consol e(config)# hostname del |

dell (config)# snnp-server contact Dell_Tech_Supp

del | (config)# snnp-server |ocation New_York




dell (config)# exit

Consol e# show cl ock

15:29:03 Jun 17 2002

Consol e(config)# snnp-server host 10.1.1.1 nmanagenent 2

Consol e# clock set 13:32:00 7 Mar 2002

consol e# show systemid

Service tag

Serial number : 51

Asset tag

consol e# show system

Syst em Descri ption:

Et hernet Switch

System Up Tine (days, hour: nin:sec): |0, 00: 00: 57
Syst em Cont act :
Syst em Nane: CARRI ER- 1

System Locat i on:

Syst em MAC Addr ess:

00: 00: 00: 08: 12: 51

System oj ect | D

1.3.6.1.4.1.674.10895. 3006

Type:

Power Connect 3424

Mai n Power Supply Status:




Fan 1 Status:

NOT OPERATI ONAL

Fan 2 Status:

NOT OPERATI ONAL

Tenperature (Celsius): 30
Tenperature Sensor Status: (0.9

CS2 CLI 23S ALB0H0I A8 FXIo| AIASE F2E HAIGHS OILICH
consol e# show systemid

Unit | Serial nunber Asset tag | Service tag
1 893658972 nkt-1 89788978

2 893658973 nkt - 2 89788979

3 893658974 nkt -3 89788980

4 893658975 nkt -4 89788981

5 893658976 nkt-5 89788982

6 893658977 nkt - 6 89788983

consol e# show system

Type

1 Power Connect 3424

2 Power Connect 3424

3 Power Connect 3428




4 Power Connect 3424P

5 Power Connect 3424P

6 Power Connect 3424P

Unit | Mai n Power Supply Redundant Power Supply

1 (0.9

2 XK

3 X

4 K XK

5 X X

6 X X

Uni t | Fanl Fan2 Fan3 Fan4 Fan5
1 (0.9 (0.9

2 X X

3 (0.9 (0.9

4 (09 (0.9 (09 X (09
5 X X X X X

6 (0.9 (0.9 (0.9 X (0.9
Unit | Tenperature (Cel sius) | Tenperature Sensor Status




1 |s0 o3
2 a0 o
3 a0 o
4 a0 x
5 |s0 o
O E o
ANAEAIZEEFE O

o)
=

el —0lAH o,338 92~102 122,38 X B 22 £=3& 9

o
]

=
=

ok
=

Al
=

iy

— == AIZERI AIGHXI &

al
=

HUCH —48 X 8l 2R22~108 OHAISH &

ok

FHt—33 0N 2 Re~108 OHXI

JlZ2A — 33 0FXI9 =~108 0Kl

ot =
=

or =
=

G0t — 33 OkXI2 =~102 Ol

al
=

o
=

OIHE —43 OINY S RL~98 OIS SR

oF

Ol AELIOF—32 OFXI2 =~102 OHX|

=
-

o
o}

oete — 338 0HX2 =~102 OHXI

=
=

IH

g4 — 33 0FXI9 F=~102 OtXI2}

Jn

ol
o

33 DHXI9 =~10" ORXIS =

ot
o}

JdelA —32 0HX2 =~102 OHXI

ot
o}

gotel — 32 0tXl2t =~102 OtXI

ol
=

ol — o Al2t

o=

o
[

Al

Olgt —33 12~08 1

ol
=

Oleta —43 12~108 1

OteHS — 33 OtXIe =~10& OFXIet

M

OlAetd —GiOtCH CHELICH

13
ot

Ol€telot —3& OtXl2t =~102 OtXI

ol
=

ol

2z Hor Al

Al

Time Synchronization HOIXI0ls 22 5tS9I0l 224Dt 2% SNTP 220 AIAE A2 BIRHAE FHOlshs BEIH S0 USLICH AIAE A0l 2% SNT
< 9/ SNTP 20l @RI B45HR AL A2 22 SIS0f 222 MSSLICL D24S FX0A LB B AAME MBE £+ ASUCLOSS 2D
U ER AIES HAIE S=ALICH

| 2HILIOH— 32 OPXIY F-108 OIXIS =

1 $F — 108 312-39 31Y

1 5ES ENXHI0ILIOH E — 108 1238 312

1 OF20ILIOH— 3% OHXISH Z-108 OHXISH 3

1 QAE2(0H—38 0IXIS =-108 DN 3

1 BESHOE— 4102 (012 MOH AIRFRIH 28)

| MR 38 0K F-108 OHNIS

|OEDI0) — 3% OHKIS 3102 ORRISY

| OS2E 108 Al B LOU-3 Al B SR AT For AIRVH JI2H0 S2tE HER (R2o NANAHS B AN Y ABELICL

A ZelELICH SE XXM XNSAE ol2E ASLICH

P
t

=
E

=

=

24

o
=



1 @26 32 0HXI9 F=~102 OtXI2 F

ot =
=

1 ctEH|I0F —3% 0tXI2 =~102 O X

1 cllbb= —32 OkXI9t =~108 OtXI2t 5
1 2[SO0tLIOF —32 OtXI2 F=~102 OFXIS =
1 SH4223 33 0t F~1028 OXIS =

1 OPAIELIOF —32 OHXI2 =~102 OFXIS =

1 AR 42 H B 222 2411028 OHXI2 22 24|

1 250 —32 OhAY =~102 OHXI9 =

1 SHUO2 —328 0K =~103 0FXISF =

o

1 UEE —33 0tXIY =~102 OHXI2r

=
=

J

1 FEME 102 X B 2ded-38 X W

=

EIE=E1: S

rr
=
o
e
=)
o

1 =290 —38 0tX2 =~10& 0Kt

1

1 Iettol —43 62~98 72
1 E@E —32 OHAIY =~102 OHXI9 =

1 2252 338 0N =~102 Ot

1

1 S0tLIOF —33 OHXIS =~108 0HXI 9

1

1 2AIOF — 32 OFXI9 =~108 OHXI9} =
1 MIZ2HI0F —3& OFXI2F =~102 OHXI2 =
1 S2HI0t 358t=2 — 33 OFXI2 =~102 OHXIY =

1 =E0tEe9t —gotEe s &

o

Bt AIZHIE AAIGH S&LICH
1 AHel— 33 0hXI9 =~102 OHXI9r 5

1 ASQIE 33 0FXI9 =~102 OHXI9F 5=

1 A9IA 33 OFXI9 =~102 Ot 5=

1 Aleloh —32 312~102 302

1 OHEF—CHEte 22 Zot AIZENIE A AIGHA e25LITH

1 B9 —32 OHXI9 =~10" OHXISF =

1 @@= 33 0HX9 F=~102 OHXIS =

1 012 —42 A B 222 28 2A1~102 OHX 2 2R 2 24

SNTPOIl CHEF RtMIEt HE2= SNTP EF FHS FXGHAAL.

Time Synchronization HOIXIE L E2l KFOIAM System— General— Time SynchronizationS 2268 AIL.

08 63 A2t 8718



Dell Dpenianage Switch Adminlstrator

Suppart |

176.210.11.22

Czaeral - Tire Eynchicrization

=@ Hore

0 System

E- f3eneral

Azset

Time Synchronlzailon
—cakh

St i Flbrmml

General - Time Synchronization

Clack Sou-ce

|N0ne j

| neal
Diate
- Ciagnost ce . L Tirne
Manzgermea: Secury

- ERIMP Tirz Zone Offset
File lanagzmeni
o Advarced Seft ngs

Swizh
) Slali-1 sRAOK
B-eoe Clually of Berace

I Dayig Saving
Tir1= Jar Offse (- 1£400

F-um

To

¥ Mecating
F-am

To
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Clock Source
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SNTP — AIAE AI2E0l SNTP AHE Sl £ EASS BAIZLICHL IAS HE2=SNTPEEH RAS FAGHAAIR.
None — Al A& AIZHOl 212 AA00 Qo &HEX RUASS EAIELICH

Local Settings

Date — AIAE SIS FAELICL 2E A2 DD/MMM/YYLLICH OIS S 04/May/502t 2t &LICH

Local Time — AIAES Al2tS FOIBILICHL 2& A2 HH/MM/SSLICEH 0l S S9 21/15/030 2 &LICH

Time Zone Offset — JJ2ILIXI EEA(GMT)2 22 Al2t2] AIHLICL OIS S Ttel2] Al 2EZ A2 GMT +1.0001 1, =2 22 Al2t2 GMT -5:002 LICH

ST ACO SH UM F= Eots PRGN PR 232 2
Recurring 298 MR AL,

A 79 22 £30| ASLICL S A& S8 €380 32 Daylight Savings S &, Bt €3¢0 &
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USA — ZRI0IA 48 X B 22
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European — Z X0l Al 32 DHX|2t 22 2 1AI0 DSTZ M6, 102 DHXI2 2R 2 1AI0 EE AIZ22 UAl MEELIC R8 SH2 EV SRS 2 EU EES ALE6t
= JIEt K8 200 HEELICH
Other —DST 2/ = ZXI2 AXI0 Wet AHS X+ H2IELICEH OtherS M E46HH From & To 2ZES BFEAl Z2IoH0F & LICH
Time Set Offset(1 - 1440) — R & L 0/= 01212 2I0IA = DST AlIS 2 S92 S & 4 ASLICH I Al2t2 602 LICH
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Time Synchronization HOIXIE O &AI2.

2. Clock Source 2ZEE H2IGHA A2,

28 LA WEE D FXI0F LU0 ESLICH

22 28 43 39

1. Time Synchronization HIOI XIS & Al2.

N
e

=

L

oGt A2,

3. Apply ChangesE 2!Gt&AI2.

Ct8 H 0l A& Time Synchronization HOIXI0fl ZAIE ZES SHGH= CLIZES QAELICH

Ei =22 =2 AAE 25600 Aol T S5 2= 0k &UCH

consol e(config)# clock sumer-tine recurring usa
consol e(config)# clock time zone 2 zone TMZ2
consol e(config)# clock set 10:00: 00 apr 15 2004

H 6-13. 23 &3 CcLIYE

e =

102 Ul B SR 2 5Al 00201 2LLICL ItsS 2E g2 S 25

CLI g9

clock source sntp AAE 289l 2
clock time zone Al2t @ Z & [minutes & 2 Z Al][zone 2 XH ZAIE AIRHIS
clock summer-time sez MM Bt
clock summer-time recurring {usajeu|F & 8 A2 F & 8 A:E} [offset2 | S22 012 &
I Al [zone 2 K]




clock summer-timedate M & ST Al YW & HET Al:E[offset 2 T ] Uso2 S JI2H (/AT 20l CHoll PAE MO EFS(2Z 22 AIIMNSZ MEotes
[zone 2 X NABS EBHLICH

consol e(config)# clock
timezone -6 zone CST

consol e(config)# clock
sunmer-time recurring
first sun apr 2:00 |ast
sun oct 2:00

consol e(config)# clock
source sntp

consol e(config)# interface
ethernet el4

consol e(config-if)# sntp
client enable

consol e(config-if)# exit

consol e(config)# sntp
broadcast client enable

ANAE SE 32 2]

System Health HIOIXIOIA = X2 83 & &D| £H 2t Z8& 2clH FX EEE HAIELICH System Health HOIXIE 42 Ec| F0IM System— General— HealthS 225t
AR,

08 6-4 A" MH

Dell OpenManage Switch Administrator

176.210.11.22 General - Heslth
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: General - Health
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w LMD 1z P&1 IPS Farnl Fan?  Fand
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Slatistics/AMON
Llialty ot =emce




System Health HOIXI0l= CtS ZEIt SO ASLICH

Unit No. — ZX| Atat Bt HAIG = SRS MSALICH
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show system [unit E&]

CIS2 AIAE AE CLI ZZE2 0l LICH

consol e# show system

System Description: Ethernet switch

System Up Tine (days, hour:min:sec): 1,22:38:21

Syst em Cont act :

System Nane: RS1

System | ocati on:

System MAC Address: 00. 10. B5. F4. 00. 01

Sys Gbject 1D 1.3.6.1.4.1. 674. 10895. 3004

Type: Power Connect 3424

Tenper ature Sensors:

Uni t Sensor Tenper at ure (Cel sius) Status
1 1 41 X

1 2 41 (0.9

2 1 42 (0.4

2 2 42 X

Uni t Power Suppl y Sour ce Status

1 Mai n AC (0.9




2 Secondary AC X
Uni t Fan Status

1 cPU X

2 CPU (0.9

PoE(OIL S ate] A &A) 2el

PoE(OICISl &Sl M)A = LIERD e1ZetS
ot LIt

AOOIESHAHU =F5tAl &1 J1&E

Ml AL ZXI(P
24 FE Z

D)= IP M5t X & PowerConnect M2 22 XM MBS 22 2=
ZE EE 2 E PowerConnect 3448P2| 48 FE LEE Solf HZ L ASLICH

Power Over Ethernet HIOI XIS Z2i® E2|
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PoE #F 0| H2& 1 &XI0t U0 ESLICH

CLIEE8 AtE0t0f PoE 22l
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Ct8 HOl A= Power Over Ethernet H Ol XI 0l EAIE

H 6-16.POE& &

EE B=CLIgEs uELICHL

cLgg 49y
OIE{HIOI A0l A Qletel Mol 2| LES FEELICH
power inline {auto | never}
dY A SFO0I tHet €82S FIOtUCH
power inline powered-device ¥ FXUSF
oletel M@ 22| ZHO0A AHHO0I AL RM=RE FHELICH
power inline priority {critical | high | |ow
JEE AHGlE SH S FEELICH
power inline usage-threshold
PoE Xl EES SH5ELICH
power inline traps enable
PoE 7& HE S HAIELICH
show power inline [ethernet interface ]
CIS2 PoE CLI H&ES GILICH
Consol e# show power inline
Power: On
Nonmi nal Power: 150 Watts
Consunmed Power: 120 Watts (80%
Usage Threshol d: 95%
Traps: Enabled
Port | Powered Device State|Priority|Status|dassification [W
1/el || P Phone Model A |Auto |H gh n 0.44 - 12.95
2/el|Wrel ess AP Mdel [Auto |Low o)} 0.44 - 3.84
3/el Auto | Low Of N A




Consol e# show power inline ethernet 1/el

Port | Powered Device State|Priority|Status|dassification [W

1/1e |1 P Phone Model A |Auto |H gh O 0.44 - 12.95

Overload Counter: 1

Short Counter: O

Deni ed Counter: 0

Absent Counter: 0

Invalid Signature Counter: 0
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General - Versions

Time Synchronizatior

< IP Acdreszing
Diagnostics
- Mansgement Secuity
- GHM2
ile Manacemert

- Acvanced Seltings
Switc
Statistics/RMON
Suality of Serice

Versions HOIXI0l= TS 2=t S0 ASLICH
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Software Version — & I ZXI0lA &3 S0l
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Boot Version — & I Z X0l A &

Hardware Version — & M X2 SIS HEALICH

CLIE ALE0I0 EXI HE EA

ChE HOIAE Versions HOIXI0l HEAIE ZEE 2= CLIZES QASLICH

Ee6l7HECLEE

cLgg 43

ANAS HE HEE ZAIBLICH

show version
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JLICH

consol e> show versi on

SWversion 1.0.0.0 (date 23-Jan-2005 tine 17:34:19)

Boot version 1.0.0.0 (date 11-Jan-2005 tine 11:48:21)

HWversion 1.0.0
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Stack Management HI0IXIE Soll HIERA3 2A2IXIt A A = S8 &
ManagementS 2258 AI2.
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176.210.11.22 General - Stack Managamen:

General - Stack Management

Time Synchranization
Health

Pawer over Ethemet
“ersions Unit }o an Top Masterj
Stack Management g =
P Unit Yo on Eottom

-8l H

- Logs

- I Aderessing ™! Switch Stack Contro fror Urit © to Unit 2
- Liagnostics

- Manacemert Secursy

- NP Apply Changes
- File Management

- Advanced sett ngs

switch

statistics/HMUN

Luality of Hervize

FIEXNE HEFH6HD| Mol &8 P TH0M B8 A S 25 MEGHAAIR. D24 ST 23X R4S dodielX E&LItH 74
S FXoHAIL

Unit No.on Top — 3 Bl A& At HSQILICHL DHsSEH 342 OFAH L 1-6 AHOI2] =& LICH

Unit No. on Bottom — 5 B A HH HSALICL OtSEH 22 OtAH & 16 AH0I2] =& LICH

Switch Stack Control from Unit 1 to Unit2 — &I AS! OtAE S e DtAH SRS 2 MEE & ASLICH

E F0HAH SIS WEHGHH M A0 HESELICH

A EH
=_==

CLIEES A

OrAH 2t &8
Stack Management H Ol XIS & AIL.
Switch Stack Control from Unit 1 to Unit 2 2 QlgtS MENGHA Al

Apply ChangesE 2&I6tAAIL.

2ol BIAIXIOF ZAIELICH

OKE 25t AI2.
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Stack Management H Ol XIS (& Al L.
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Apply ChangesE 226HAAI2.

HAl &M= System HOIXIOIA P& ELICH
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Ct8 HOAE Stack Management HIOI X0l HEAIE 2EE 2= CLIZE S QAELICHL

H 618 2 22l cLiyd

cLgs

reload 2% MME ChAl 2EEHLICH

stack reload | A& HH S CHAl 2 =8ILICH

stack master | A8 OtAEIS HEIGHES §HLICH

consol e# rel oad

Are you sure you want to erase running configuration (y/n) [n]

X Hed

Reset HIO|X|E Sol XS & 7

Reset HO| X 0l = Ct& 2 EJt S0 ASLICH

Reset Unit No. — & &8t A8 WH S HEHELICH
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e
1 Reset HOIXIZ OIAAIL.

2. Reset Unit Number ZE0A SRS HdEHGIYAIL.

3. Apply ChangesS 22I5t&AI2.

201 DIAIXIOF ZAIELICH

Xt WEZELICL ZXIL HEFE =, AZX 015D

09

SE g¥ots ZSZED ZAIELICH

5. ASKO0ISH ASE AGHH & QAEHOIAN CHAl HZSHAAIRL.
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IR THE A E 4= USLICH Reset HOIXIE Ze242 E2| S0 A System— General— ResetS 22/5H& Al 2.
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N LIRS

consol e >rel oad

This command will reset
the whol e system and
di sconnect your current
session. Do you want to
continue (y/n) [n] ?

SNTPEZE 74

AL X0l A= SNTP(Simple Network Time Protocol)E XI Jlgte UE

HELICL SNTPE AISotS L2l SNX LIERD ARIX 2 Al SII5E &6 NEE &= ASLICH Al
23 SNTP MH Ol Al =S ELICH SNTP= 22I0IHEZ N B HS6H0, THE AlIAE

Ol AIZF MBIAE MISE =~ iSLICH

2PXN0AE MB A CHEt CHE A S7E 288 == AsLICL
1 RLHKAE

1 OHLIHAE

1 BREHAE

HELN USLICL HE2 FX 22 ES FAFLICL HS0 2S+5(00] )HE £3) 20| S F=oiELICL 2AX = HS 10142 AlZS =4S LICH

A2t A= HERLZ 23 A & ol ¥ =
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1 Stratum2 — Al 220 HIEH T H20A HS L ABI E0N ASS ZASLICLHE S A

SNTP MHOIIA =418t 2= Al2H 2 2 B SFRE JIEQ2 EOLELICHL SNTP AI2E 2Dt EOtel D TS Al A2 S JIEC2 e Zoot 2FELICHL
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1 T1— 2CH0IHENNM e LES HSE A
1 T2— AMBIOIA e @S =48 AIZEILICH
1 T3— AlBIOt SCOIHEN SES 2 AIZALICH

1 T4—2CH0IAEDL MBS SES 48 AIFSLICH

XM= Mt AIZEO CHE A SRS 228 = ASLICL SUINAE, HLIHAE, ERENAEDL 00 o ELICH

Ol CHolt S22 & Ret MBJILICH T1-T4S AFSSHH MBI Al2E0I 2

FA0F Ll MHE 2EYE 3R FLOHAE FE2 20| ASELICHL ZX0 24E SNTP M= SI18 32 ol
QE}L\E}.E_ HFO0| Ot 26| 20l X AlZS SIIeHe i 455 = 28ALICh 0l S Mdelst Z<2 SNTP H 2= SNTP Servers HOI XIS ALE5H0I ZXI0Il 2/& SNTP M
B0l 2 =&l LICH
KB IP FA0F LN 2 B2 HLHAE 28 Z20t AAZBELICHL 0l SES Hs Z2 UIESDS 2E SNTP ABINIA SOIst 3E2E MEE - ASLICL AN S8 H2E
& 288 = O AFSELITH Al Y T3 Y

RESIE B FXOL SISELILL SIIs F2 QLEO SEGHI| fIch X SNTP At 30Ot M&8 Ot & M s SE(AISHR AHS)01 Al gtS £Fat
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dSELICHL Jeith 0l 2 ZX0l REEX &2 SNTP MBI 0l A & SNTP
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ANHIP FA01 LRiXIX g2 FR E2EHNHAE F2I ASELICL EZEMAE HAIXIOHSNTP AMHOIA M&SE e SNTP 22t01HED} 0l HIAIXIE #=4I5H0] fioh I LICHL ERE
=3

2 =]
HAE 20| 283tE 22 EX0A QEGHA &2 BR0UE LE SIIst 20t =AELICHL 0] H-O0| 2/ A5t 2ot e HALICH

e HIHNCZ JEE QFGHIL 2 2 AAS IEQZ S)Ist FE2E SMELICL KLIHAE, HLIKA
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SEELICL |FLHAE 20| 2E3EX GUAALE FX0 F2AE MHDL e B2 = SE0t= 2 SNTP MBI Al B2 S =AI8LICH

= 0142 |RLIHAE ZXOt SE8t =2 zIoH2 S0 sHgots HR2 SIIs FE0t LAELICH

1 Ol MBS HS0l S28 22 MY X SE6tk= SNTP ABS SDla F20t =4 gLICH

MD5(Message Digest 5) 2/ S 2 SNTP MH 2 Ot
235t ASLICHL MD5E S412 REAHS 0I5t S0

r
0
>
O
S
>

2 SELICL MD5E 128HIE GHAIS &&ct= 2 DelSYLICL MD5= MD4JH BEE 2122 MD4ZEH Eots =2
gl

SNTP HIOIXIE Z2i® E2l FOIA System— SNTPS 22!6t0{ SNTP HIOIXIS &AL,

SNTPE S DHIHBI 4 HO

SNTP Global Settings H Ol X0l M= SNTP OO ~E M A2 HOlG}
SettingsE 25 AIL.
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LICH SNTP Global Settings HIOIXIE Ze4A® Ec| S0l M System— SNTP— Global

8 6-8.SNTPHE &3

Dell OpenManage Switch Administrator

176.210.11.22 SNTP - Glabal Setings
SNTP - Global Settings
Global Settings
Authentication
Servers
Interfaze Settings =0l Interval (53 - 56400) I1DE4 (Sec)
Logs == St ] i E
P Addrecsing Jezeive Broaccast Sewve's Updates |D| abIeJ
Ciagnostizs Jezeie Anycast Servers Updates Disablej
Eﬁhapgerren[ Secarity Jezeive Unicast Servers Jpdates Disablej
- File Manzgement Seqd Unicest Requasts Dizabla 7]
- Advanced Settings
Switzh
SatistizaRMOY Apply Changes
Guality of Service

SNTP Global Settings HIOI X0l = Ct& 2EJt E01 ASLICH
Poll Interval(60~86400) — SNTP AHHOIIA SLIHAE HE2E E2ot= 24A(Z &9)2 FA—BULLII2H22 24 2242 1024z LICH

Receive Broadcast Servers Updates — & & 5t & 2 SNTP AtHO| Heist QIEHOIAS BER2EMNAE MM Al HE S =4I15tD] 2 UIIELICH

Receive Anycast Servers Updates —= &4
LIDHA

S 2H3E A2 AL AIZE2 OHLIH

St 22 SNTP AHHOI OHLIDHAE M A2t HE2E E2 & LICH Receive Anycast Servers Update 2t Receive Broadcast Servers Update Z S0t 2
E Nt Al 20l Tet £ZELICH



4 s & LICH Receive Broadcast Servers Update, Receive Anycast Servers Update 2 Receive
Unicast Servers Update ZE0t @5 45HE 22 AIAR AIZE RUMNAE MW Al Z20 Tet &F L

Receive Unicast Servers Updates — 2 & 3t& 2 SNTP MBI 0l OHLIGHAE M Al E &2
pS

Send Unicast Requests — &4 5tE B2 SNTP SLIHAE MU Al 2 QF S SNTP M0l M SELICH
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3. Apply ChangesE 22iotdAI2.

22 LA dEg D X0t LOH0IESLICH

CLIBZE S ALS0I0I SNTP A DR+ H2

Ct& HO0IAE SNTP Global Settings HOI X 0ff EAIE 2EE & &5H= CL
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H 6-20.SNTP &Y DHOHBIS CLIE

cugg 4%

sntp broadcast client enable| SNTP EZ2EHAE Z2l0IHEE EASELICH

sntp anycast client enable | SNTP OHLIJHAE S2t0IHES 4 SHELICH

sntp unicast client enable Olel #ol&E SNTP RLIHAE S¢ct0
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JLICH

consol e(config)# sntp
anycast client enable

SNTP Authentication HIOIXI0Il M= & XI2 SNTP Mbf 2t SNTP QIS S &« St LICH SNTP At E 21 E6t= ¥ 2 SNTP Authentication HOI XA = SEELICHL ECl ROIAM
System— SNTP— AuthenticationS 22!5t0{ SNTP Authentication H 0l 0

e

" 6-9.SNTP S
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176.210.11.22 CHTP - Asthericaticn
SNTP - Authentication
Glabal Bettings
Authentication
Scrcrs
: Interface Sett ngs
m _nys
o M Address ng T
B Shenbeis SNTP Authertication [Enable 5]
m anazement Security
o ShMD
o =ile Managzmen:
M Advarced Setings T =
L St Encryption key 1D l__l
o Statistics/TMON Authentication ey (1-8 Zharacters)
S
o} GQuality of Serdce Trusted Key r
Remove [

SNTP Authentication HIOIXI0ll= TS ZEIt S0 ASLICH
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SNTP Authentication — 4 st& &

Authentication Key (1-8 Characters) — 2/ Al A &l= I LICH

ton
w

Trusted Key —SNTP AHHE Q1SS [ AEEH= &S |1E BEAELICHRLIHNAE).

Remove — 0| ZES MeistH HEiE 91F I|0t MIAELICH

SNTP QI E 3| FO}

1. SNTP Authentication HIOI XIS K& A2,

2. AddE 2EoHEAIR.

HIOIXIOF S-LICH

8 6-10. 213 31 FIt

Add Authentication Key

Erviynian oy 2l 4254567295
Al o 1oy T8 Characiu)
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Epply Uhangus
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4. Apply ChangesS S2IctAAIL.



SNTP @15 I3[0t FOt&l 2 X0t HI0IEELICH

ol
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3 H TAl
1. SNTP Authentication HOI XIS & Al2.

2. ShowAllZ 22GtAAI2.

Authentication Key TableOl &€& LIC}H

O 611205 3| B

Authentication Key Takle

Reftoct
Cncryption Key 1D Authentication Key Tiusted Key Remove
1 1] m
Srply Comrges
olE 3| & A
1. SNTP Authentication HIOIXIS K& Al2.
2. Show AllE 22I5talAI2.
Authentication Key TableOl €& LICH
3. Authentication Key Table2 &SS HEIGHAAIL.
4. Remove EQlgts MEIGIYAIR
5. Apply ChangesE 268 A2
20| AME D FHXIOF HE0IEELICH
CLIEZE S A20l0I SNTPRE 43 FH9
C+S E0l A= SNTP Authentication HOIXI0ff ZAIE ZES HHF6ts CLIYES QABLICH
H 6-21.SNTPQIS CcLIZE
cLgy 49
sntp authenticate MBI0IA =41 €l SNTP(Simple Network Time Protocol) Xi 21 & 2| FogtLlch

sntp trusted key SNTPOIA SOI3He et AIAES IDE QIS ELICH

ISE

sntp authentication-key 81 & md5 gt | SNTPS| 15 315 H & LICH

o
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CLI S&2| ol 2LICH

consol e(config)# sntp
aut henti cation-key 8 nu5
Cal ked




consol e(config)# sntp
trusted-key 8

Consol e(confi g)# sntp
aut henticate

SNTP At &<

SNTP Servers HIOIXI0l Al SNTP MHHE 24515110 Al SNTP MHHE FI18 4 USLICHL SNTP Servers HOIXIE 2242 Edl HO0lA System— SNTP— ServersE 22/5H4 Al 2.
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176.210.11 .22 SMTP - Serers
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B B¥stam SNTP - Servers
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= Ie Maragemert Encyption Hey D l__l
-~ Mdvanced Settings Mrefzrence Mrimary
[ Switch e i
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o Gualty of Service Last Resporse
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Delsy
Remove [l
A & e

SNTP Servers HIOIXIOl= Ct& 220t S0 ASLICH

SNTP Server — AtZ X+ H 2| & SNTP M IP =4S MEIEILICH 2 TH 8912 SNTP AHIE F2lg &= ASLICH

Poll Interval — & & 5t
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Secondary — SNTP H 2 E Xl



Up— S TH SNTP AtHO Hat
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Down — & SNTP MHE AI2E == 2SS EAIELICL OIS S, ST SNTP MOt H2 S X LANL 2SO0l SXE LEHLLICH

Last Response —SNTP MBI 22 H OtX2%22 SES =418 AIZFLICH

Offset — & X 2Z 2=t SNTP AIHHOIA &2 Al2F ALO12] Al 201 RHOISLICH

Delay — SNTP AH10l £E56ts O Z22le & AlZFLICH

Remove — 0| ZEE MEIGHE SNTP Servers S S0 Al S& SNTP MO KIoAELICH

SNTP A B =2}

1. SNTP Servers HOIXIE O{&AI2.

2. AddE Z2=6HYAI2.

Add SNTP Server H Ol XIJt S & LICH

O 6-13.SNTP A B FIt

Brlusn

Add SNTP Server

SN P sower [ FRAK
I~ “all Inzerel _cahoF
Encrygtion l<ey 1D ’_ll
Apply Thanjec
3. EES FoASHHAIR.

4. Apply ChangesES S2IctalAl2.

SNTP AMBIJF =Jtel 10 Z X0 HU0IESLICH

SNTP AW E HEAl

1. SNTP Servers HOIXIE O{&AI2.

2. Show All2 25t&AI2.
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O 614 SNTPAH B

SMNTP Servers Table

SHTP Pall Lncryption Proforance State
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SNTPAH =&
1. SNTP Servers HIOIXIE (&AL,

2. Show AllIZ 226t AIL.

SNTP Servers TableO| Z&LICH
3. SNTPServer &S o
4. 2 LEE 2FIAA

5. Apply ChangesE 22!Gt&AI2.

SNTP Server 2t 00 EELICH

SNTP A H AbHI

1. SNTP Servers HIOIXIE G{AAI2.

2. ShowAllIS 26U AIL.

SNTP Servers TableOl & LIC.

3. SNTP Server &5
4. Remove E0lgt2

5. Apply Changes

ALZ35H0l SNTP MH &3 F9

AR

ZCEE d¥ol=

CtS HOIl A= SNTP Server HI Ol XI 0l Al
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sntp server ip-address|hostname [poll] [key keyid]
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Consol e(config)# sntp
server 100.1.1.1 poll
10

key

SNTP QIE{HI Ol A& &2

A M)

SNTP Interface Settings Il O XI0fl = SNTP Q/E{H Ol A H2IF S0 A& LICH SNTP Interface Settings HI 0l XIS Z 242 System— SNTP— Interface SettingsS S22/6t & Al 2.
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a0.112 SMTP - Intzrface Tablz
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SMNTP - Interface Table

- Glosal Settings
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Advanced Settings
Switch
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SNTP Interface Settings Hl 0l Xl = Ct
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1. SNTP Interface Settings HOI XIS & Al2.
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Add SNTP Interface H Ol XI Ot Z & LICH.
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Acld SNTF Interface

CPm|o Claz[ cviad] D

Apple Chatyes

Interace

State Clisahble 'I
3. 2 ZCEE FOGHEAIR.

4. Apply ChangesS Z22!6t&AI2.

SNTP QIE{ 01 A0} 50tEl D &0 YEI0IEELICH
CLIZBES ALE0t0l SNTPIEHOIA &3

CtS E0IA & SNTP Interface Settings HI Ol XI 0l EAIE

e g

ﬂ FOHLIHAE ZEMNAE QIHHIOIAZ B
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£ &38st=cul

E ZolollOF &LICH

2 QIEHIOIAN IPFAS

cLgdg 493
sntp client enable OIE{H Ol A0l A SNTP(Simple Network Time Protocol) 2ct0IHEE &4 SH&HLICH
show sntp configuration | SNTP(Simple Network Time Protocol) &S HAIELICH
CIS2 SNTP QIEHHIOIAE HEAlIGt=E CLI ZE Ol 0l LICH

consol e# show sntp configuration
Pol ling interval: 7200 seconds.
M5 Aut hentication keys: 8, 9
Aut hentication is required for synchronization.
Trusted Keys: 8,9
Unicast dients Polling: Enabled.
Server Pol I'i ng Encryption Key
Enabl ed 9

176.1.1.8




176.1.8.179 Di sabl ed Di sabl ed

Broadcast dients: Enabled

Broadcast Oients Poll: Enabled

Broadcast Interfaces:1/el, 1/e3
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1. Global Log Parameters HIO| XIS O{ & Al 2.
2. Logging ESCH2 S =0l M EnableZ &EiGH Al 2.

3. Global Log Parameters &0l A 21 57 & 21 &A%

4. Apply ChangesS Z22I6t&AI2.

27 230l MBS FXI0F SO0IESELICH

CLIZEE ME6I0 20 843
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CtS E 0l A= Global Log Parameters H Ol X1 0ff ZAIE ZES SF6H= CLIZES QA4SHLICH

H 62589 2] S cCcLIEd

cLygg
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logging on

RF HAIXN 222 SdstatLith

logging {ip-address | hostname} [port port] [severity level] [facility facility] [description
text]

I3

Syslog MEHOl BIAIXIS 2 D8LICH &2t E 2l

ol e 2= 2 A Hus

logging console level

220l 20 MAIXE H

sHEtLICH

logging buffered level

A2AEE e
°

SHetLICh

logging file level

z
2 WS HHRAM)Z2H HAIE syslog HAIXIS A
Z

22 M0l MSE syslog HIAIXIS MISt&LICH

clear logging

23E Xsuch

clear logging file

22 M0IA HAIXIE XISLICH

consol e(config)# | oggi ng
on

consol e(config)# | oggi ng
console errors




consol e(config)# | oggi ng
buf f ered debuggi ng

consol e(config)# | oggi ng
file alerts

consol e(config)# end

consol e# cl ear |ogging
file

O ear Logging File [y/n]y
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RAM Log TableOil= Ct& 2EJH S0 ASLICH

Log Index — RAM Log TableOil = 22 HSLICH

Log Time — RAM Log Table0il 2 15 &5t Al2tS EAIELICH

Severity — &1 A2 & E EAIELICH

Description — 2 1) &S0i CHsh & HJLICH

: Log Index Log Time Severity 1
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1. RAMLogTableS Gi&AI2.

A2
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2. ClearLogS 2¢&!

RAM Log TableOil A 2 HEIt MAHE D X0t LUIOIEELICH

CLIEZEE ME0l0l RAMZ] HE 2| & X2

ChE H0IAME RAM Log TableOfl EAIE 2ES 21U XRE CLIYES QASLICH

B 6-26.RAMZI] B CLIZY

cugg 49

show logging | i HHIHOIl M & & syslog HIAIXl & 22 &EHE HAIELICH

clear logging| 228 XISLICH

CIS2 CLI S8l 0f

©

JLICH

consol e# show | oggi ng

Loggi ng is enabl ed.

Consol e Loggi ng: Level
info. Console Messages: 0
Dr opped.

Buf fer Logging: Level
info. Buffer Messages: 26
Logged, 26 Displayed, 200
Max.

File Logging: Level error.
File Messages: 157 Logged,
26 Dropped.

1 nessages were not |ogged

01-Jan-2000 01:03:42 : %
INNT-1-Startup: Cold
Startup

01-Jan-2000 01:01:36 : %
LI NK- W Down: 1/ eld

01-Jan-2000 01:01:36 : %
LI NK- W Down: 1/ el3

01-Jan-2000 01:01:36 : %
LI NK- W Down: 1/ el2




01-Jan-2000 01:01:36 : %
LI NK- W Down: 1/ el5

01-Jan-2000 01:01:32 : %
INIT-1-1nitConpl et ed:
Initialization task is
conpl et ed

consol e# cl ear |ogging

O ear Logging Buffer
[y/n]?

2 0 H 27
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Log File Table0l= Ct& 2EJt S0 ASLICH

Log Index — Log File Table0fl Q= 22 HSLICH

Log Time — Log File Tabl0il 2105 /&5t Al2tS ZAIELICH

Severity — 2] &2 E HAIELICH

Description — 271 HIAIX| &8 AEQILICH
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CS HEO M= Log File TableOll ZAIE 225 2L 2F6t= CLI ¥
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cLgg a4y

b

show logging file| 22!

t2 0l MEE syslog BIAIR & 22 &HE
20

1
clearlogging file | 22 M 0IA HAIXIE XISLICH

consol e# show | oggi ng
file

Loggi ng i s enabl ed.

Consol e Loggi ng:
Level info. Console
Messages: O Dropped.

Buf fer Logging: Level
info. Buffer
Messages: 62 Logged,
62 Displ ayed, 200
Max.

File Logging: Level
debug. File Messages:
11 Logged, 51

Dr opped.

SysLog server
12.1.1.2 Loggi ng:
warni ng. Messages: 14
Dr opped.

SysLog server 1.1.1.1
Loggi ng: info.
Messages: O Dropped.

01-Jan- 2000

01:12: 01 : %0PY-W
TRAP: The copy
operation was
conpl et ed
successful ly

01- Jan- 2000
01:11: 49 : %I NK-1-Up:
1/ell

01- Jan- 2000
01:11: 46 : %I NK-1-Up:
1/el2

01- Jan- 2000
01:11: 42 : %I NK-W
Down: 1/el3




01-Jan- 2000
01:11: 35 : %I NK- | - Up:
1/ el4
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Login History Status — & X el A=K OISR E BEAIELULCH

Login Time — M &8t At X0t X0 2018 AlZtS HAIELICH
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1. Login History H| Ol

NE HYAI2.

2. User Name ZE0A AHZEXE HEIGHYAIL.

3. Apply ChangesS 22I6t&AI2.

x

CLIZEE AEoto X 202 W ZA

Eist At XISl 201 FEI0t ZAIELICH

Ct& HOIAE Login History HOIXI 0l EAIE 2E

2=

H 622X 2 A2 U cLIH ™

£ 20 #Fol= CLIZES QYL

cLgdg 49

show users login-history | 25 22| L EE ZAIGLICH
CISE CLI H&ol ol LIct

consol e# show users | ogi n-history

Login Tine User nane Prot ocol Location
Jan 1. 2005 23:58:17 Anna HTTP 172.16.1.8
Jan 1. 2005 07:59:23 Errol HTTP 172.16.0.8
Jan 1. 2005 08:23:48 Any Seri al

Jan 1. 2005 08:29: 29 A an SSH 172.16.0.8
Jan 1. 2005 08:42:31 Bob HTTP 172.16.0.1
Jan 1. 2005 08:49: 52 G ndy Tel net 172.16.1.7

3 21 MY 329 =3

Remote Log Server Settings HIOIXI0l= AFZ Jts8t 20 MBS 21 4ot O 2R SISO ASLICL E8 M 20 A
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Remote Log Server Settings HIOI X0l = CtS ZEJt SO ASLICH

Available Servers — 215 A58 == A= HE A S50/ SO ASLICH

UDP Port (1-65535) — & {8 AHHOl CHEt 205 M&E 4 UDP ZELICL JhSEH 3ol 8els 1~6553520 LICH D28t 2 5142 LICH
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)

R

SO BLICH Eh2 MU0l SHLESl AlE B XIEE 4= ASLICHL 2T Al dI¥ 2 XIFGHY 13 AL 2lgs o
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Local 0~Local 7.
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Delete Server — 0| ZES HEIGHH ALE Jhssh A SSO0IAM &M L8t MBI ARIELICH
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Remote Log Server Settings H Ol Xl 0l = & 2t &2l = Global Log Parameters HI0l X2 &2t& Holot S L& LICH

ANHO 23 33
1. Remote Log Server Settings H Ol XIS O & AI2.
2. Available Servers EEUH2 SS0M MHE HEGHAAI2.
3. LSS FoHNAIR.
4. Severity to Include Q0N 21 AATE HEGHAAIL.

5. Apply ChangesS Z22I5t&AI2.
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1. Remote Log Server Settings HOI XIS G & A2,
2. AddE 22iGtAAI2.

Add a Log Server H| O X 2t Z&LICH

8 622210 AH It

Add a Log Server

Add aLog Server HIOIXI0l= CtS2l &=t 20t £0f ASLICH

New Log Server IP Address(Af 22 A IP F24)— M 220 M2 IP FAS HOISLICH

EE FastdAI2.

w
=]

4. Apply ChangesE 2258 Al2.

MOt 2% 1 Available Servers S S0l FItELICH

(Y
I
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Remote Log Server Settings H 0l XIS & Al2.

g

Show AllIZ 22IGtAAI2.

Log Servers Table H Ol XIJt S & LICH
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Log Server Table

Eefesh
Server UDP Port Facility Description Saverity Femove
1 (m|
Appy Clanges
Log Servers Table HIOIXI®IA 23 AH RIA
1. Remote Log Server Settings HIOIXIE O & AI2.
2. Show AlI2 22IcGtAAI2.
Log Servers Table H Ol XIJF S & LICH
3. LogServers Table2| &= S HEHGIAAIR.
4. Remove QIgtS MEIGI0] MHE HMIGHAAIR.
5. Apply ChangesS Z22I5t&AI2.
Log Servers Table®| &=0[ MHE 1 ZXI0t SUO0IEELICH
CLIZES AE8I0 33 21 AW A2
OS HUM=E &2 21 MBS AFZ06t)| 218t CLIZE 2 @AELICH
H 6283 20 AH CcLIEE
cugsy €9

logging (ip & & | 8 A E0I &} [port X E] [severity &l #] [facility Al €] [description & XH]

22 MYl BIAIXIE 28 LICH

no logging

Syslog MBIE ArKIEFLICH

show logging

syslog HIAIXI & 22 AEE EAIE

LIch

consol e> enabl e

consol e# configure

consol e(config) # |oggi ng
10.1.1.1 severity critical

consol e(config)# end

consol e# show | oggi ng

Logging i s enabl ed.




Consol e Loggi ng: Level
debug. Consol e Messages: 5
Dr opped.

Buf fer Loggi ng: Level
debug. Buffer Messages: 16
Logged, 16 Displayed, 200
Max.

File Logging: Level error.
File Messages: 0 Logged,
209 Dropped.

SysLog server 31.1.1.2
Loggi ng: error. Messages:
22 Dropped.

SysLog server 5.2.2.2
Loggi ng: info. Messages: O
Dr opped.

SysLog server 10.2.2.2
Logging: critical.
Messages: 21 Dropped.

SysLog server 10.1.1.1
Logging: critical.
Messages: O Dropped.

1 messages were not | ogged

03- Mar - 2004 12:02: 03 : %
LINK-1-Up: 1/ell

03- Mar - 2004 12:02: 01 : %
LI NK- W Down: 1/ el2

03- Mar - 2004 12:02: 01 : %
LINK-1-Up: 1/el3

IP Addressing & 2

1P Addressing HI Ol Xl 0 = QEAHIOIA & D12 HOIESOl IP FAE XIF6D QEIHOIAS ARP X DHCP OiJHEI4=8 Holots HZ0l SO AZLICH IP Addressing HIOI XIS 248 E2|
S0lAl System— IP AddressingS 2206t AI2.
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Default Gateway HIOIXI 0l = ZXI0 HOIEHOIE XI&Fots O 28t I SO ASLICL 223 UIEAIZ ASE I A2 I IP2 MU L& IPFA= IPABHBIOA S

OtLIQt SYSHIP =4 MBI £0H0F & LICH Default Gateway HIOI XIS Z2i® E2| F0IlA System— IP Addressing— Default GatewayS S0t Al 2.
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User Defined — & X 2| HIOIE90] IP FALLICH

Active — HIOIESI0ID 242X RS HEAELICH

Remove User Defined — 0| 2 ES S &45lH Default Gateway SESCHE SE 0 A & XIS HOIEO0IJF HIHELICH

Z Xl HOIESRIOl d&i:
1. Default Gateway HIO|XIE (& Al2.
I

2. Default Gateway ESLI2 SS0A IP FAS HEGIYAIL.

3. Active #0lgtS MENGIAAIL.

4. Apply ChangesS 22I5taAI2.

X2l 712 AHOIEAOIOF M) BRI HOI0IEELICH

X2 Jl2 AOIESO EX HH
1. Default Gateway HIOI XIS & AI2.
2. Remove 20IEtS MEIGI0] J|=2 HOIEROISE MASIAAIR.

3. Apply ChangesS 22I6taAI2.

Jl2 AIOIES0l =0 A2 X0t UIOIESLICH

CLIZEE AIS5t0 EXI2 HOIESO Fof

(S H0IM= Default Gateway HIOI XI0fl EAIE ZES H&&ot= CLIZES QoAsLIC
H 6-30.JI&2 HOIEHO CLIHH

cLgdg a9

ip default-gateway ip-address | 212 HIOIERIOIE &E & LICH

no ip default-gateway Jl2 HOIESIOIS MAHELICH
CIS2 CLI &2l ol 2LICH

consol e(config)# ip

def aul t - gat eway

196.210.10. 1

consol e(config)# no ip

def aul t - gat enay

IPOIEIHOIA &
IP Interfaces Parameters H Ol X il = I E{HIOl A0 IP OHOHH =S XA Gt= 2SIt SO UASLICH IP Interfaces Parameters HOI XIS 22 E2| F0A System— IP Addressing— IP

Interface ParametersE 2I5t& Al 2.
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Prefix Length — A A IP =

Source Interface — IP =240t H2l & QI H 0|4 SFALICEH Port, LAG £= VLANS S EIGHAAIR.

Type —IP FAJ} DHOZ IHLUAST OILIXIS EA

o
oy
jml

Remove — 0| 2E S MEIGHE IP Address ESCH2 BI=0IA A EHIOIAJE MIHELICH

IPOIE{ HIOl A =Dt
1. IP Interfaces Parameters H Ol XIS & Al2.

2. AdE 22oHAAIL.

Add a Static IP Interface H Ol XI Ot Z & LICH
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Add a Static |P Interface
Betesh

& He LM.RI S
IP ~ddrecs I R e b T [CE ]

 Prefx Lergth I (e
[JCHETE] » r‘grtl_ll i LAOI_Ll (".r"_ﬂ.Nl_LI

Apply Changee

Network Mask — &4 1P FA40] MEUER T 0tAIS ZAIELICH

>

JAI2.

3. HOIXIS HEE M2

:

4. Apply ChangesE 22I6t&AI2.

M P 20 IEH HIOI A0 F=ItEl D Z X0t LUI0IEELICH

0

IPEA NS =
1. IP Interfaces Parameters HOI XIS & Al2.
2. IPAddress SSCH2 Ol 0lA IP =AE HEIGHAEAIL.
3. OIEHHOIA ERE +HMAIL.

4. Apply ChangesS 22/6t&AI2.

OHOHE 2Ot =F 0 ZXI0F OI0IEELICH

IPEA AR
1. IP Interfaces Parameters HOI XIS & Al2.

2. Show AllS 25t&AI2.

IP Interface Parameters Table H| 0| Xt S & LICk.

08 6-26. IPAEEOIA RS E

|F Interface Parameter Table

Refresk
IF Addrass Pratix Langth Intertacs Iype Ramaove
1 Slalit -
Apply Kaanges
3. IPFAE HEE = Remove #0lgtS HEGIAAIR.

4. Apply ChangesE 22IGHAAI2.
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C+8 E 0l A& 1P Interfaces Parameters H 0| XI 0l E A

H 6-3LIPSIEHIOIA N4~ CLIZE

| & =

= =

EE £F5t

cLgy &9
ip address ip-address {mask | prefix-length} IP =4S dFELICH
no ip address [ip-address] IPF=AE MAELICH

show ip interface [ethernet interface-number | vlan vlan-id | port-channel number]

POl & E CIEHIOIAS] AHZ HEHE HAISLICH

consol e(config)# interface
vlian 1

consol e(config-if)# ip
address 92.168.1.123
255. 255. 255. 0

consol e(config-if)# no ip
address 92.168.1.123

consol e(config-if)# end

consol e# show ip interface
vlian 1

Gateway | P Address
Activity status

192.168.1.1 Active

| P address Interface Type

192.168. 1. 123/ 24 VLAN 1
Static

DHCP IP QIEHHIOl A OHOHE == E 2

DHCP IP Interface H Ol X0l = & XI0il 22 & DHCP 22t0IHEE Holat

IP InterfaceS 226t Al 2.
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ip address dhcp [ hostname 8AE 0|

consol e(config)# interface
ethernet 1/ell

consol e(config-if)# ip
address dhcp
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4. Apply ChangesE 22I6t&AI2.
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DNS Server TableO| & LICH.
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1. Domain Naming System (DNS) HIOIXI& & A2,
2. Show AllS 26t&AI2.
DNS Server Table H 0l X2t Z&LICH

3. DNS Server Table2| =22 HEGIAAI2.

4. Remove 0IgtS MEIGHAAIL.

5. Apply ChangesS 226t&lAl2
AE4SH DNS M Ot AR ©l D & X0t SO0IEELICH
CLIZEZE S AMZ0t0l DNSAH 24
CS HOIA= DNS MBS #8ot= CLIS8S QoeiLIth
H 6-33.DNSAHH cLI®d
cLIgy 49
ip name-server A Hl F4 A& Jtsst 018 MHE SFELICHL ZI0H 8012 018 MBHE Bag & USLICH
no ip name-server Mt F4 ([ 015 AHHE HMOELICH
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ip domain-lookup A
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4. Apply ChangesS 22I5taAl2.
IPFEAILSAE OIS0l HE =0 X0t SOOI ESLICH
SAE 0|5 MHE H HA
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5. Remove E0I2tS HEIGHAA|

6. Apply ChangesS

Host Mapping Table2 JF HdlolEELIC.
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H 6-35. 0ol SAE O]lE CLIZEE

cLygg 49

iphost 01§ =4 | SAE N0 B SAE OIS U =4 2 0HES FHOELICH
no ip host name 0I5 O =4 2t IHE S MAHELICH

clear host {name | *}

show hosts [name] 2 SHe 018,018 Mt SAES S5, 23X L e SAE 08N =4 S5 EAEUL
CISE CLI 2ol ol LICH
consol e(config)# ip host
account i ng. abc. com
176.10.23.1
ARP &€& H2
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Dynamic — S& ARP &5
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ARP Entry

et oy

Xl

Interface —

IP Address — AEI0I & 1P
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MAC Address — AHIOI& MAC =42 A ARP ZUIA IP =40 HA2ELICH

Status — ARP H &'S2| MEHLICH bS8 2E Y2 USh 2
Dynamic — ARP &S0| SO =2 &oIgL|C
Static— ARP &=0| 3= &=QILICH
Remove ARP Entry — 0] ZE 5 & E{5&H ARP &=S0| MAELICH
N ARPE B2 %)}
1. ARP Settings HIOI XIS & AI2.
2. £ S5t AIL.
Add ARP Entry HIO| XI Ot Z & LICH
3. QIEHOIAS HEiGHYAIR.
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ARP Table| &S0| It X0t UIO0IESLICH

ARP & H Al

1. ARP Settings HIOI XI £ & AI2.

2. Show AllS 25t&AI2.

ARP Table H Ol XIJt & LICH

ARPE B2 AR

1. ARP Settings HIOl XI £ & AI2.

2. Show AllS2 25t AI2.

ARP Table H Ol X7t €& L
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H 6-36.ARPEF CLIYY

cLgdg
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arp ip_addr hw_addr {ethernet interface-number | vlan vlan-id | port-channel number}

ARPIH#0IA SRl =2 FIHE

arp timeout seconds

ARP I+ 0l &=2

H
1]
]
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o
4
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o
c
o

clear arp-cache

ARPIH#0IM 2E SH &S2 ANIELICH

show arp ARP H0fl SS HAIGLICH
no arp ARP H0lA ARP &= S HMHELICH
CtS2 CLI &0l ol LICH

consol e(config)# arp 198.133. 219. 232 00- 00- Oc- 40- Of - bc

consol e(config)# arp tineout 12000

consol e(config)# exit

consol e# show arp




ARP tinmeout: 12000 Seconds

Interface | P address HW addr ess Status
1/ell 10.7.1.102 00: 10: B5: 04: DB: 4B Dynani ¢
1/el2 10.7.1.135 00: 50: 22: 00: 2A: A4 Static
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Open Cable — 20| 20| &Z0 AR E AEHALICH

Short Cable — 01 S0 M S210] ZMZHSLICH

OK —A0IE0l HAEES SUHYSLICH

Cable Fault Distance — 0|2 QF It L5t LEQ}S] HelLIC

Last Update — ZES OtXI24 22 HIAESH AIZHILICH
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H 6-37. 72 A0IE HAECLIEY
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show copper -port tdr 21 E HO0l A
ZEN HZE el A0S o4 20IE EAELLCL
show copper - port cabl e-1 engt h@! El H O] A
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consol e> enabl e

Consol e# test copper-port
tdr 1/e3

Cable is open at 100
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ILICH B Xt= 20 20me

Consol e# show copper - port
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2lota)

Length (neters)

CH 50m, 50m~80m, 80m~110m, 110m~120m & = 120m
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110- 140
SOotAl &5

1/ed Fi ber
E4 =:1CT(ntegrated Cable Tester)l EIAE 2 0t0)l 2= H 01 20l &
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| 1) Optical Transceiver Diagnostics Table H 0 X| 9t Z & LICH
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show fiber-ports optical- transceiver [2AEHOIA] [HE EE]
CtSE CLI &2l ol LICH
Consol e# show fiber-ports optical -transceiver detailed
Port | Tenp [C] | Vol tage | Current | Qut put [mA] | I nput PONER TX| LGS
[Vol t] [mAatt] |[maatt] | Fault
1/el|48 5.15 50 1.789 1.789 No No
1/e2 |43 5.15 10 1.789 1.789 No No
ol T nl
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aut henti cation radius |ocal

consol e(config)# exit
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Consol e_Defaul t |: None
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Enable None
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consol e # show passwords configuration

Mnimal length: 0

H story: D sabled

Hstory hold tinme: no limt

Lockout control: disabled

Enabl e Passwords

Level Password | Password | Lockout
Agi ng Expiry
date
1 - - -
15 - - -

Li ne Passwords

Li ne Password | Password | Lockout
Agi ng Expiry
date
Tel net - - -
SSH - - -

Consol e |- - =




consol e # show users accounts

Usernane | Privil ege | Passwor d | Passwor d | Lockout
Agi ng Expiry
Dat e
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4. Apply ChangesE 22IGtAAI2.
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1. Local User Database HIOI XIS 01 & Al 2.

2. Show All2 25t AI2.

Local User TableOl S & LICH

0% 6-48. 28 AR B

Local User Table

Refrezh

User Name  Access Lavel Aqing Explry Date  Lockeun Status Reactlvaie Suspandad Usar

1 [

Soply Uhangag

2A SXE MEX HELS
1. Local User Database(2 2 A& Xt Cil Ol EHHl Ol A) HIOIXIS A AI2.

2. Show All2 226t&AI2.

Local User TableO| & & LICH
3. User NameS| &S 2 SEIGHAAIR.
4. Reactivate Suspended User £ QI2tS MEHGIA A2,

5. Apply ChangesS Z22!6t&AI2.

>

AR BA A 280l HEASHE D ZXI0F HEI0IEELICH
AZ X AR
1. Local User Database HIOI XIS 01 & Al 2.

2. Show AllS 225t AI2.

Local User TableOl S & LICH

3. User NameS HEIGHAAIR.

4. Remove E0I2tS HEIGHAAI Q.

ol

5. Apply ChangesE 225t AI2.
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APZXEOE AFHIE D EXI0F CIolEELICH

o

CLIZES MESIH ASX XIE

C+8 Z 0 AE Local User Database HIOI X 0ff EAIE ZES HSXot= CLIZES QAELICH

H 6-43. 22 AEX OOIEHHIOIA CLIY Y

cLg¥ g9

username name [password password] [level level] [encrypted] | AFZ Xt 018 I8t OIS AlABIS SFELICH




set username name active QA SRE MBS AHA HEtS HELSHELICH
CISE CLI Hol ol YLICH

consol e(config)# usernane
bob password |ee |evel 15

consol e# set usernanme bob
active

chol e
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Line Password HIO| X0l = 22| HIAESQ 2tol &S5 FOl6h= Ol 228 ZEIt S0 USLICH Line Password HIOIXIE 2248 E2| [0l A System— Management Security— Line
PasswordsS 2 2!6t& Al 2.

08" 649.2t2 25

Cell Dpananage * inistrator

50112 I¢ enagenent SecLity - _ine Passacr]

Syté: i Management Security - Line Password
areral

ShTP
Logs
IF Addiessing B
Liagnos:ize Console Line Password

I#enagemrent Secunty paszword (0-159 charact=-5) clonklslasbbioeblibactinakibiclhy

- Acress Srafies ; S m
Adthencizatior “rafies Rl e

- Jalrrt & Taentic tinn I~ LConscla Line Acing (1-353)

- Paggware Manayzamen:

S LI R T ¥ PR ETE ] Expirs Dale
- Line Password Lochcut Status Locked
- Eriabile Paszwind ; :
AlALL Raactivate _acke: ne u
- REDILG
SkP
I e Marzgemert Telnel | Ine Passernrd
Advatced Settings password (0159 characta's) |M.WMM

Swizch

- Statizics/RMTH Cunfirn Pras-swnnd ]
A

ety ofvenics T Thrwl lioe Aying (1535 [

Expire Dale
Lockcut Stalus Locked
Brailivale _cke: ne u

Secure Telnet Line Massword

Pz (0-159 L dracl2os)

il P s s Frmm———
I Secirs Telret Line &ciay (1-3535)

Line Password HIOIXI0l= TS 2=t SO JASLICH

Line Password for Console/Telnet/Secure Telnet — 2=, 24 = S0t Hul MlES Soll ZXI0 UMAGHE 2R AE0t= 2t @S LICH

Confirm Password for Console/Telnet/Secure Telnet — M 2tQl 2SS &0ISILICH LS *»** HAl o=z HAELICH

Line Aging (1-365) for Console/Telnet/Secure Telnet — 0] ZES &&i5tH 2ol @S AL J|240] 22 &I MOl st J[2H(Y S9I)0l EAIELICH
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Expiry Date for Console/Telnet/Secure Telnet — 2t

S ARSI ORI e 2 2010 438 0|22

Lockout Status for Console/Telnet/Secure Telnet — Password Management H Ol XI il A Enable Login Attempts & 0IgtS

OIS Azl =2 XIEELILH AISA HEO0l 21 2 LOCKOUTS XIFELICH

Reactivate Locked Line for Console/Telnet/Secure Telnet— 0] ZEE &&i5tH 2 &/ 4!
USLICH

2& HE2 el 25 9
1. Line Password HIOI XIS O{&Al2.

2. Console Line Password Z =5 & O|GHA Al 2.

w

Apply ChangesS 22/6HAAl2.

2 MEo etel S0t HelE D FXIOL YUIoIEELICH

Ul HlEe gtel 2fs F9

w0

1. Line Password HIOI XIS O{& A
2. Telnet Line Password 2 =S F2|GtA Al 2.

3. Apply ChangesS S2IctalAl2.

Ul jid el etel 4SOt BolE D FXIOF U0IESLICH

SHor aul jEdo 2ol 25 F9

2.

=

Line Password HI 0| XIS O & A

Secure Telnet Line Password ZE S HO|Gt& A2,

N

3. Apply ChangesE S2IctaAl2.

2ot el AlEol etel 2SO FolE ) FXIJL AUI0IESELICH

CtS HOIM= Line Password HIOI X0l HEAIE 2ES £3F56H= CLIZYE S QASLICH

H 6-44.2t0l S CLIHE

cLgz 849

password password [encrypted] | 2t219] @SS HAIELICH

CtS2 CcLIdg o olgLich

consol e(config-1ine)#
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Enable Password HOI XM M= 2Z
Enable PasswordsE 2 2/GHAAI2.

08 650 &4 25
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Logs

-« IP Addreseng

© Dizynu-lio 5
Marageneat Szcunty

- Ascess Poofiles

= Al zaliome =nille<
Selec: Auwheatication
- Password Wanagerert
= Lnzal Usar Dl iaew
Line Maszword

Managerment Security - Enable Password

H2lec: Enable Access Leve

Pagsword [C-1€9 charactars)

Confirn Pasgward

[ Erablc Password Agng (1 3550
Espiry Dace

MIO1 & LICh. Enable Password HIOIXIE 21 E2| F0lAl System— Management Security—

B ——— Loc<0_L1 Statuz ~saba
S YEAYERES Rt livale Snser il Ussier E
[RAD Uz
SHMP
+ Filw Menagar=nl Arply Shanges
0 Advaiced Sectings

- Switch
Slalisli wf=M0
Cluslity of Zendce

Enable Password H 0| Xl 0l = CtS ZEJt SO ASLICH

Select Enable Access Level — 24 &S 2f o12tE MAHA YEYLICH Itss HE gt 89l= 1~152LICH

Password (0-159 characters) — S Xl 24 2S5 LICH

Confirm Password — A &4 2SS SOISLICHL QS = =+ FHAOZ HAIELICH

Enable Password Aging (1-365) — 0| ZES HEi5H 259 ALE DI+ Z6HD| Mo Z e J12K(Y S2)0l EAIELICH
Expiry Date — &4 259| 2H)|2S FAIELICH

Lockout Status — Password Management H Ol XI 0fl Xl Enable Login Attempts & 0lgtS MEist Z ALZ XL OtAI2fe2 2010 438 0122 Alst 215 AL =2 XEELICH AIS
X HHOl &2l 22 LOCKOUTS XIEELICH
Reactivate Suspended User — 0] ZE S M5 NI HE ALS RIS HAA ASH0| HELSHELICH 2010 AIHS 2 HAA A2 LA SXNE & USLICHL

MEd s F9
1. Enable Password HOI XIS & AI2.
2. LSS FoGHNAIR.

3. Apply ChangesS S2IctalAl2.
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2ts XE

CLIEEE AI8ot0l &4
CtS Z 0l A= Enable Password HIOIXI 0l EAIE ZEES 8&ot= CLIZES QUSLICH
E 645 @8 23 CLIEE
cLgy 43
enable password [level level] password [encrypted] | 22 2SS H&6H0] ALEXH L HSH 2Ol CHEH UMAS HOELICH

consol e(config)# enabl e
password | evel 15 secret

TACACS+ &3 329
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OE ZRHAS AVNE N

A0l RADIUS & JIE
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AL ALK

Z=o FI=Al
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1 Authentication — AFE Xt 0

1 Authorization — 291 Al &

tX| 2t TACACS+ M H 2t
S5AIR.
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Dell OpenManage Switch Administeatnre

176.210.11.22 Wanagement Seourty TADADS+ Scttings

= Hurne
sstem Wanagement Secuiity - TACAC S+ Settings

Soneral
TP

nee
- F Addressing
Jagelics
Coaper Cabe

- Cptical Trengzeiver TACACS+ Server
wlanagement Securty Hoct IP Address

- Armess Piolas

- Auchentication Profiles Privrily 10-£5535) C

- See. Aulhznl caivr o ,— g ]
Massword Managernent iticelliedule U

- Lacel Uszr Database Ky String (1-128 Chsractersi U

- Lne Password R ,—

ERl Autientication Por (0-65535) 29

- TACACS+ Seulngs Tinguul fur Reply (1-30) E seci T U
- RADIUS Settings T
TSNVl )
E il Managarren: Singl2 Connection I
Advanzed Settings
witch

1alistcsRMON

i d Default Parameters
Quality of Semice

Sucrce P Aduress I X%
Key Siring (1-128 Cheracters)

Timaout for Peply (1-30) I (Sec)

Apply Chengae

TACACS+ Settings HIOIXI0l= TS 220t S0 ASLICH

Host IP Address — TACACS+ At IP =4S HAIELICH

Priority (0 - 65535) — TACACS+ MBIt At2&l= =M E EAIELICHL J|23t2 0LICH

Source IP Address — & X| 2t TACACS+ Al 2t TACACS+ HI& 0 Al2ElE X A IP=AYLICH

Key String (0-128 Characters) — & X| 2t TACACS+ Mt 2t TACACS+ S4I0il AtZ2&= 15 2 253t I1E F2AE LI 0l Il= TACACS+ MBHOUIA AtE5t= ZS3t 912 L XI6HOF &L
Ch Ol 3l 235HE0f USLICH

Authentication Port (0 - 65535) — TACACS+ A& 0| Z&icts ZE

e

SLICL JI2gte ZE 49 LICH

Timeout for Reply (1 - 30) — & X 2t TACACS+ At 2t SHAZ0[ Al S2 &I H0fl FUE AIZFILICH 2E EH2l= 1-30F= 2 LICH

Status — Z X 2t TACACS+ At 2+ HZ 2| HEHILICH Jts

o
]

C a2 sy ZsUch

Connected — & X & XI2 TACACS+ MBIt A2 SHATI ASLICH

Not Connected — S I Z X 2t TACACS+ AHHIt M2 HAZEI0f AKXl e2SLICH

Single Connection — 0| 2= 5 eIt FX| 2 TACACS+ At 2t0il otLtel Zel HZ0l |KXIELICH



TACACS+ J| 2 DiOHE == At X Fola D=t LIt )12 €30l M2 F2lE TACACT+ MU0l HEELICHL Jl23t2 ZOIoHA 228 AIAE J1=238t0l M TACACS+ MH{ 0l HE&
LIch

CtS& TACACS+ Dl 2gtLICh.

Source IP Address — & X| 2t TACACS+ At 2t TACACS+ HI& 0 AIBE = J12 EX A4 IPFAYULICL 2 A4 IPF=4= 0.0.002LICH

w©

Key String (0-128 Characters) — & X| 2t TACACS+ At 2t LE S4IS 21E6t1) 2SsHe I AAE6t= D12 31 2A4Z LIt 0l 2

= 235350 ASLICH

Timeout for Reply (1 - 30) — Z X 2t TACACS+ At 28 12 AI2H0l ZSEED| M0l ZHE JI2 Al LICH D1 2gt& 5= LICH

TACACS+ A H FI}

1. TACACS+ Settings HIOIXIE HAAI2.

2. AddE S2=GHEAIR.

Add TACACS+ Host Il O| X Ot Z&LICH

& 6-52. TACACS+ SAE F)}

Add TACACS+ Host

Hus 1P &ildivss DLE XK

Privcily 7-FA361 e

Suneee P Ad fre-s — DX [ Ligz Defaull
Kby Siivny © 178 Chiara ) 1 T 1isa Default
Anlhien izlinn Por (-RS575) EE

Titrn ol P Roply (170 iz = liea Default
Singlz Connesticn []

3. ZEES FHoASHHAIR.

4. Apply ChangesE S2IGt&AI2.

TACACS+ MBIt It 10 X0t HHI0IEELICH

TACACS+ Table E Al

1. TACACS+ Settings HIOIXIE & AI2.

2. ShowAll2 22IGtAAI2.

TACACS+ TableOl S&LICH

& 6-53. TACACS+ B



TACACS+ Table

Host Pricrity Source

Authentication Timecut
IF Addrass IF Address Port for Reply

Refreck

Single Status  Nemove

Connectlon

1 [ [ [

Apply Coarngee

TACACS+ A RIAH

1. TACACS+Table HIOIXIE H&AIR.

2. Show All2 225t&AI2.

TACACS+ TableOl Z&LICH

3. TACACS+ TableS| &S 2 HEIGHAAIR.

4. Remove 0I2tS MEIGIAAIR.

I

5. Apply ChangesE S2IctalAl2.

TACACS+ AHHOF M S D & X

It LOI0IEELICH

CLIZZE S ALE5l0| TACACS+& R F 9

03 H0lM= TACACS+ Settings HI Ol X 0fl HEAIE
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tacacs-server host {IP &£ |SAE 0| §} [single-connection] [port £E B 3]
[timeout E} &l OF ] [key 3| & Xt &] [source & A] [priority 4 & ]

TACACS+ SAEE HAIELICH

tacacs-server key key-string

tacacs-server timeout timeout

tacacs-server source-ip source

show tacacs [ip F 4]

consol e# show tacacs

Devi ce Configuration

addr ess Connection IP

P Status Port | Single Ti neQut | Source Priority
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12.1.1.2 Not 49 Yes 1 12.1.1.1

Connect ed

d obal val ues

Devi ce Configuration

Source IP: 0.0.0.0

consol e#

RADIUS & & +4
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SFLICH ZICH 4912l RADIUS AHHE B 2lg == ASLICH RADIUS MHHOIA = TS B <0
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RADIUS(Remote Authorization Dial-In User Service) A= UIESIZ0 CHE It 2ot2 X
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RADIUS Settings HIOIXIS Z2i® E2| F0lA System— Management Security— RADIUSS 2254 Al 2.

18 6-54. RADIUS & &



Dell OpenManage Sveitch Ad r Suppart |

50.1.12 Marage et SacLhty - RaD US Settings
=Horme
=1 Byslem
o
-
Rl s
ol vl RADIUS Server
il ,l;grnsh:s
Er Muvager snl S rily IP Acdress [E
Apcass Micflzs Pritvily T-7FA341

Zuthenzicstion Profag
Sl Anlkenli sl un

Antheizling Por (N-RA5=R)

Massword Marageneat Minbes 1 T RAis (-7 H
Lccal gar Databaze
piaar Tinwi il T Raply (-7 (et L
Enaale Massward Mo A Tore (N-2007) (lir) i
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Timkentll Koy Sirir ) {1173 " tars)
Suncew P Ad fress nnnn [(RXKE

RADIUS Settings HIOI X0l = Ct& 2 =0t S0 ASLICH

IP Address — Q!5 Al IP =4 SSYLICH

4o

Priority (0-65535) — MtH R &2ILICH I8t gtol ¥

Authentication Port — OIS ZES AlEEILICH Q15 ZE= RADIUS Mt 21ES ZSct= Ol ALZELICH

(Number of Retries) (1-10) — 27 It 245tJ] M0l RADIUS AbBI0I A&8t Q2 5 HAIRLICHL Jts8 2 8t 89l= 1~102LICH

Timeout for Reply)(1-30) — =38l S A6 LE TS AMBi2 & &6t &0l ZXI0IA RADIUS M2l SES JIC2l= AlZH(E ©9)E HAl

Dead Time (0-2000) — AMHI A 0l CHol RADIUS AHHIE R AIZI= Al = HAIELICH gtel E9l= 0~20002 LICH
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Key String (0-128 Characters) — & X 2t RADIUS Alti 2t 2= RADIUS SAIS 2156t 2 S5te I AHEot= I 2XELICH 0l = 2338t
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Usage Type — A2 AH2 SR E HAIRLICHL Jts 8t 8t 2 login, 802.1x £= all¥LICH XIEGHA & LS algLich

0S ZE0lM = RADIUS Dl 28tS £FELICH
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Default Retries (1-10) — @ &It ZA451J] &0l RADIUS MBI0l &6 @&

o

Timeout for Reply(1-30) — Al2t0l S &0 M0l ZXI0l A RADIUS MBS 2

Default Dead Time)(0-2000) — AMHIA 20l THaH RADIUS MBI RAISIE J1= AlZKE

Default Key String (1-128 Characters) — Z X 2t RADIUS AlH{ 2t2] @ E RADIUS S412 ¢!

Source IP Address — RADIUS At 2t SAIE [ AHE0H= D12 AA IPFAS HAIELICHL JIE &4 IPFAE 0000

RADIUS OHOHE 2= & 2

1. RADIUS Settings HIOIXIE G{&AI2.
2. LSS FOGHMAIR.

3. Apply ChangesE 225t AI2.

RADIUS £380| X0l 20I0IEELICH

RADIUS A HH =Dt

1. RADIUS Settings HOIXIE GH&AIL.

2. AddE 2&6HdAI2.

Add RADIUS Server H Ol X Ot Z & LICH
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Acld RADIUS Server

t2 Jltels

10
]
I8
ot
+
]
&
>
o
c
[l

Befrash

P A5 | XXX
v v (VRSERE
Stk enli 24l n P el (NRESEY R

S 1 R i A,
Tirr ki fir- Reale (1-37)
et Tirwe TERNN)

we v 3 MA12R Gorarad

Sk 1= Al ps<

~sayz Type _cgir 'I

Lppy Chances

[=

w
<]
L]

HAGAAIR.

4. Apply ChangesS Z22!6t&AI2.
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1. RADIUS Settings H Ol XIS 1A AI2.
2. Show All2 25t AI2.
RADIUS Servers Listo} & LICH
=efrazh
RADIUS Servers List
P Priority Muthentication  Mumber of Timecut Dead Sourca Usaga Remove
2 6-56. Ol pss Punl Feliies w1 Reply Time IP Adidiess Type
1 | [ | | [Loan =] T
Apply Chadges
RADIUS A HH HIA
1. RADIUS Settings HOIXIE O{&AI2.
2. ShowAll2 225t&AI2.
RADIUS Servers List} & LICH
3. RADIUS Servers List2| 858 MEiSAAIR.
4. Remove 0lgtS MEIGHAAIL.
5. Apply ChangesS S2IctalAl2.
RADIUS MH1Ot HIAE D X0t Cl0lEELICH
CLIZEdE AtE30l RADIUS A &2l

CtS HOI M= RADIUS Settings HIOIXI 0l ZAlE 255 Holdt= CcLIEES

H 6-47.RADIUS i CLIZ ¥

RADIUS AIHf 85
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radi us- server

timeout Et2 O

SHREOA At
gLt

SAEQ SgE JItelE 2AAS £

radi us- server

retransmt HAIS S

radi us- server

deadtine deadtine

radi us- server

keyd| 2R

radi us-server hostlP =2 [auth-port & ZE B3] [tineout tineout]
[deadtime =& Al2H [key 31 X <] [source &A] [priority 4]

[retransmit MAIE =]

show radi us-servers

RADIUS Mt &

dS ZAIELICH




Consol e(config)# radius-
server timeout 5

Consol e(config)# radius-
server retransmt 5

Consol e(confi g)# radius-
server deadtine 10

Consol e(confi g)# radi us-
server key dell -server

Consol e(config)# radi us-
server host 196.210.100.1
auth-port 127tineout 20

Consol e# show radi us-
servers

| P address Auth Acct
TimeQut Retransmit
Deadtime Source |P
Priority

172.16.1.1 164 51646 3 3 0
01 172.16.1.2 164 51646 3
3002
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SNMP(Simple Network Management Protocol) 0l Al = UIE I3
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Privacy — Bl AIXI LHE0l SE&EXI

o QI(CBC)0I 2530l AtZELICH 21501 SNMP HIAIXIOIA &S AHLE 1S L Ol H2 25 25t SNMP BIAl
Kol 4stELICH D2dLE el 2 2S= 2A5810]

|
t2g + glsLth

=]
3
2
£
2
2
|
=2
>
=
-
)
tA
fr
=2
>
=
of
i
o
o
S~
©
C
o
(%2}
zZ
=
o
=2
o
[
Im
r

=& BIAIXIS BIAIXT AI2E Z 22 Bl &tLICh

Key Management — 3| 44, 3| HOI0IE & 3| AHES Fl&LICH
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15:58: 19
set up2 rw 524288 |95 22- Feb-
2005
15:58: 35
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2005
17:55: 32
i mge- 2 rw 4325376 | 4325376 | 06- Feb-
2005
17:55:31
test.txt rw 524288 |95 22- Feb-
2005
12:16: 44
aaafile.prv -- 131072 |-- 06- Feb-
2005
19: 09: 02
sysl ogl. sys r- 262144 |-- 22- Feb-
2005
18: 49: 27
sysl 0g2. sys r- 262144 |-- 22- Feb-
2005
18:49: 27
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Total size of flash: 16646144 bytes

Free size of flash: 4456448 bytes
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4
Port Based Authenticationi| 01 X| 2] Z S 2|0l & Port Based Authentication Table0ll= CtS 1 22 Z S0t EAIELICH

UnitNo. — AHIZ 284S S=ELICH

Copy Parameters from Port No. — M E{&E LEO| HIHHFE =

Port Based Authentication Table2| O ¥ 4= S At

1 HOIXE HEAR.

2. Show All2 225taAI2.

Port Based Authentication TableJt €& LICH.

3. Copy Parameters from Port No. Z =0l Al Q/HHIO|AS HENELICH

4. Port Based Authentication TableOl A Q1E{HIOIAS &E4EHLICH

5. Copyto &0lgts MESH ZE J|Bt 215 DHHE 2=It SAHE QIEHOIAS FlgLICtH

6. Apply ChangesS S2IctAAl2.
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dotlx max-req % 4=
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E0ll EAPE HEE =+ A= 20 2+ 2FELICL

OU
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dotlx re-authentication

dot1x timeout quiet-period =

dot1x timeout re-authperiod =

dotlx timeout server-timeout &

dotlx timeout supp-timeout &

dotl1x timeout tx-period =

show dot1x [ethernet @I & H| 0] A] X EE= XNEE QAEHHOIAS 802.1X AEHE EAISLICH
show dot1x users [username username] X2 802.1X AHEXHE HAIELICH
dot1x guest-vlan enable HISQ ZEN HAE VLAN ALES E43HELICH HAE VLANO| 2435tE A2 HISQ ZE= S22 VLANList ZE0 A HEiE
VLANO HZELICL ZE D22 45U
dotlx guest-vlan VLAN 858 Z& & LICH HAE VLANZ VLAN ListOil A A4 E LICH
Cts2 curggs oLt
Consol e# show dot 1x
Interface|Adnmin |[Qper Mde Reaut h | Reaut h | User nane
Mbde Control |Period
1/el Aut o Aut hori zed Ena 3600 Bob
1/e2 Aut o Aut hori zed Ena 3600 John
1/e3 Aut o Unaut hori zed | Ena 3600 dark
1/e4 For ce- [ Aut hori zed Ds 3600 n/a
auth
=
3 XE J|gt s 24
Multiple Hosts HIO|XI= S8 ZE2 VLANS| 115 ZE J|tt oI5 ZF0 (st LS MSELICL 03 ZE J|8t S0l CHet RAlSt B2 15 XE I8 1SS HXGHYAIL.
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S22 cLI Z&o olgLCh
Consol e(config)# interface
ethernet 1/el
Consol e(config-if)# dot1x
mul tipl e-hosts
MEXR 2E
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CLIZEE AMESI0 AISX 21E

Ch8 H= Authenticated Users HIO| X 0ff EAIE 230 20| AZXUE 21 S6t= O AtEct= Y CLIZE S QAELICH

H 763 AKX OIS CLIZE =Jt

cLgy 49

©
c
=l
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Shutdown — 2 E &5 X|

Trap — &2 ZE0| 30l =412 [ ESS ASoH=S &LICH
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1. Port Security HOIXIE G&AI2.

2. CQIEHHOIA 37 & HSE ASLICH
3. EEES FAGHAIR.

4. Apply ChangesE 2268 A2,
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1. Port Security HOIXIE (& AIL.

2. Show AllS 26t&AI2.

EE S0oF Zo; EELth

ﬁ F: &2 LE & Port Security TableOl A &2/ ELICH
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Port Security Table
Retash
Fort C:‘::tm :::t J FN?‘:':":E ETt:iBs Action Tiap Flc—:l.::pncv
Status 1-120
1 1 Lvnekud |I [T d Ol ik J I_ IFlu\rm [i] d niHHZﬂHd |'ﬂ
2 22 Uaocked |L:|c|-<ed j ClozzizLock = I_ it 0 fed m ’D—
3 33 Uaocked [Lriacked 7] [UlessizLock = [ Juecam F]  [oieacisl] [u
4w Unneked  [1riarked 7] ClAzsi=l nik B neram =8 [misane =] [0
3 =0 Uvocked |L|'I:|c|-\edj Clasziz Lock =l I_ Discand j Dlsc\alej |'[l
6 25 Uaocked |Lr|:|c|<cdj ClaccizLock =] I_ Lhzcard j Ulsaolcj |'U
7 2 locked |Lr|3ckedj ClazsizLock =l I— Diizcard ﬂ Disaslej |'D
0 =) Uiocked |[Lrlacked =] ClazzizLock =l I_ Dizeaud 7] Disaale =0
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o eld Laocked |Lr|:\tkgdj IIZ:Ia;;\:‘ank ﬂ I— IEIigcard ﬂ |Elicaalgj | 1]

Port Security TableOll= CtSt 22 It 220t Z& &0 ASLICH



UnitNo. — &2! ZE HEJt HAIG= AHZ XS XNEFEULCH

Copy Parameters from — OHJHE =5 MEHE Z X HS0l SAELICH

CLiggeoz &2 XE 9ot 114

CtS H= Port Security HIOI X0l EAIE A0 20 2l ZE Hots R45t=

o

H 764 ZE BetCLIYE

cLgd 44y

shutdown OIE{HIOIAS HIZHSHELICH

set interface active {ethernet interface | port-channel port-channel-number} HE SO A0 Qg & AEHHOIAS MEASHELICH
port security learning {disabled | dynamic} 2 ZE SRS FEULL

port security max max-addr ZENM SS& & U= MAC =229 =5 XIEELICL

port security [forward | discard | discard-shutdown] [trap seconds] OIEHIOIAMA M F4 &S JlssS ESLICHL

show ports security {ethernet interface | port-channel port-channel-number} | ZE &3 AEiE HAISLICH
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console # show ports security

Port | Status Action Trap Frequency | Count er

1/el|l ocked Discard |Enable |100 88

1/ e2 |1 ocked Di scard, | Di sabl e
Shut down

1/e3| Unl ocked | - - - -
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A MOl 2A(ACE)2tD BHLICH ACEES X 2|
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ACL Name — AtE X+ Z2|& ACLLICH

New ACE Priority (1-2147483647) — ACL 2 E0fl = ACE #7312 A QI L|Ch

Destination MAC Address — IH2! 0] ACE0 Ol A &= el MAC A4S LXIAIZLICH

MAC J| Bt ACL = Jt:
1. MAC Based ACL HIOIXIE O{&AI2.

2. AddE SETHYAIL.

MAC Based ACL H|O| X| Ot & LICH

8 7-10. MAC JI BF ACL 3T}

Add MAC Based ACL
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m |
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4. Apply ChangesE 22IGt&AI2.

MAC D18 ACLO| &ol&l1] X0t HHI0IEELICEH



ACLSFE ACEE A
1. MACBased ACL HIOIXIE O{&AI2.
2. ACLZS &=igLth

3. Show AlIE 25t AI2.

ACEs Associated with MAC ACL HO| XIJF Z & LICH

ACL I A

1. MAC Based ACL HIOIXIE O{&AI2.

A2 2202 MHE 2= ASLICH

Ed =:AcLe lEiHOIA0 2 0f UK
2. ACLE “eisiLIth

3. Show All2 26t&AI2.

ACEs Associated with MAC ACL H 0l XDt S & LICH

4. Remove ACL &fQlgts MEHEHLICH

CLIEZEZ AE310l MAC J|Bt ACEE ACLOI NI &

CtS H= MAC Based ACL HIOIXI 0l EAIE 2210 201 MAC D18 ACESE ACLOl XIEGH= ailY CLIZES AELICH

H 7-65.MACJ| 8t ACECLIY E
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Layer 2MAC ACLE ¥ 45t12 MAC AL S5 24 2LE0 SOIZLICH

nmac access-list nane

MAC J|8H ACEOl &olEl £ LI B MeldsS ARELICH

deny OH&

X0 FEE HAA MO S5S HAIELICH

show access-lists [0l %]

consol e (config)# mac access-list dell

consol e (config-mac-al)# deny 00-10-B5- F4-00-01
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1. ACL Bindings HIOIXIE OGI&AI2.
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4. Apply ChangesS 2 2I5t&AI2.
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2. Show AllS 25t AI2.
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4. Apply ChangesS Z22I5t&AI2.
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1. ACL Bindings HIOIXIE O &Al<2.

2. Show AllS 225t AI2.

ACLEtOIY HOt ZLICH

3. Copy Parameters from Z S0l Al QIEHHIOIAS HEIELICH
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5. BISIHL 2RE ME D ©| Copy to &0lgtS MEHEILICEH

6. Select AlIS 225t AIR2.

7. Apply ChangesS 22I5taAI2.

ACLHIRIEY Hol et ZE/EYT0H OHHHE It SALE D X0t UI0IESLICH

CLIZES AIS35t0l ACLYHE XIE

CtS H= ACL Binding HOIXI0fl EAIE 241t 2201 ACL &S XIdsot= e CLIZE S QASLICH

H 7-66.ACLHIOIE CLIH &

cLgy 29

WHA SFS AEHHOIA AN HEELICH

service-acl {input acl 0l &}

consol e(config)# interface vlian 123

consol e(config-if)# service-acl input dell
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Description (0 - 64 Characters) — Ol {40 0t 2t 2 2t2kst QIE{HIOl A A HILICH

Port Type — ZE°| S/ LICH

Admin Status — ZEE S8 EciT M2 245 L= HIZLSELITL

Current Port Status — ZEJt 8 & SQIX| (IR E XNEELICH

Reactivate Suspended Port — ZEJ} &2 LE Bot S8 St HI 24 3tE R ZES UHAl 245 LICH

Operational Status — ZE =& AEHE HAISLICHL Jtss ZE gte LS ZSLICH

Suspended — L EJt ST 24 AEH0IH EHLES AIGHHL M&GHD UKX SSLICH

Active — ZEJ} ST #40I01 EHHS S4I6HLE S5t ASLICH
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Disable — ZEJH &I HIZ2H0I0 EHES S4I61 1L &[0 AKX SSLICH
Admin Speed — ZE0f (o A4S SEALICL HE £ &5 SHE AEE = A== ZE SR oo ZFELILL 2el £= ZEIHIZLY Mot XIZE &~ ASLIC
Current Port Speed — & Xl SJI3tE ZE =& (bps)2 LICH
Admin Duplex —bps &|2] ZE 0|5 2EYLICH Full2 2B H Ol ADL X2 S2t0IHE AL0I2] SAl AEtE MES X AES TAIZLICH Halfs I E{H 0l ADF X2 220/ E A0
Ol A ool AIEO Srerer M&0 XASS EAIRLICH
Current Duplex Mode — SJI3tEl ZE 0|5 2= LICH
Auto Negotiation — 2 E 2| Auto NegotiationS & & 58! LICt Auto Negotiation2 S IIEU AOIS] Z2E22M ZEJHEE £5,015 25 L S& MO s DIEUHNH SXIE
= UA ELICH
Current Auto Negotiation — & I Auto Negotiation & & /LI Cf.
Admin Advertisement — Z EJt SXI5t= Auto Negotiation & & S HOISLICH TS0 22 ZE 22 JtE == ASLICH
Max Capability — 2E ZE £59 0|F 25 £#FZ 282 TAIZLICL
10 Half — ZEDJt 10mbps & ZEQ BH0|E 25 2H2 SXEgS HAIELICH
10 Full — ZEJt 10mbps £ & ZEQ M0|5 L& 4FS SX&sS ZAIELICH
100 Half — £ EJ} 100mbps & ZEQ BH0|S 25 42 SXES ZAEULCHL
100 Full — ZEJt 100mbps & ZEQ M0|E LS HFHS HAES HAIELICH
FR2C £¥S SIS BAUT
BHLICH 2 E 222 & Admin Advertisement Z S0l XIE € gt0l Jbs&HLICH

1000 Full — Z EJt 1000mbps & ZE 2t 0|

Current Advertisement — 28 Z2AHAS A6 ?Ioh ZEJL XM =&
Neighbor Advertisement — =8 ZEO| EX| &FHS HAIELICH 2E gt2 Admin Advertisement field valueset 52 & LICH
BHOIE 2E2 8 AT 0 ZEJL HAIXIS S48 = g SLICL U JIs& 00B ZEN = KA X &sLCH

CE ANEELICL Y 2=

Back Pressure — X E0i| Hi 2

Current Back Pressure — & I B2 & ILICH
Flow Control — S8 HI01S #4353t L= HIZ2H3IGIHL ZENA 58 A2 IS X
Sl S8 MO &FALICH

Current Flow Control —
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S0l Ar2ELICH

MDIX — 518 L A2XI0 AFSELICH

MDI — Al E AHOIE0 AtZELICH

Current MDI/MDIX — &I Xl MDIX &2 EAIELILL OSD 22 ZE &2 It &= ASLICH

MDI— &7 MDI £ &0l MDILICH

MDIX — & JH MDI £ &0l MDIXLICH
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1. Port Configuration HIOI XIS & Al2.
2. Port ZEOIM EXESE HEGHY AL,
3. USATINIM AP Jts8 ZES FGHYAIR.

4. Apply ChangesS 22I5t&AI2.

SZE DRORE Ot IR0 MEELICH

TE H HEA

1. Port Configuration HIOI XIS & Al2.

2. Show AllIZ 226 AIL.

Port Configuration TableO| Z &l LICH
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CLI

(i)
lo
HU
H
Im

CtS H= Port Configuration B Ol X0l EAIE 242t

H 767 2ZE PH CLIYE

20l 2

cLEdg =R

interface ethernet 2! E{ H| 0] A& Ol B7] CIE{HOIAS PAGH| 2ol AEHOIA P8 LES ASMBHLICH

description 2 Xt & CIEIHIOIA R0 &HS FIHELICH

shutdown S £FE W82 L2202 QIEHHOIAS HIZ4SE LI

set interface active { ethernet @/ &1l 0l A |port-channel X E-ij &-# &} 2ot 0|72 Qo B2 E B HOIAS Al 243t

speed Mbps s ZHS AISOHA 242 220 S 0IEHY QEHOIAL £ RASLICH

duplex {half | full} TS RS MESHA &S 220 oY OIHY CIEHHIOIAS MOIZ/EH0|E 2SS PEE LI
negotiation [capabilityl [capability2...capability5] FOA QIHHOIAS 25 2 0IS 25 OO0l tHoll ts =& &S 4seLich
back-pressure o

flowcontrol {auto | on | off }

mdix {on | auto}

show interfaces configuration [ ethernet 1 € H| 0| &|

port-channel X E-3j &-H 5]

]
=
o
c
ol

show interface advertise CIE{HIOIASl =H SX XS HAIELICH
show interfaces status [ ethernet ! Ef I Ol A | port-channel & E-Iji &-H 5] 2E PHE QIEHOIAL AEHE EAISLICH
show interfaces description [ ethernet @I EIH Ol A | port-channel ZE-JH E-H &) | 2 E A& E EHHOIAL &HS HAIELICH

consol e(config)# interface ethernet 1/e3

consol e(config-if)# description "RD SW3"

shut down

consol e(config-if)#

no shut down

consol e(config-if)#

consol e(config-if)#

speed 100

consol e(config-if)#

dupl ex full

consol e(config-if)#

negotiation

consol e(config-if)#

back- pressure

consol e(config-if)# flowontrol on

consol e(config-if)# ndix auto




consol e(config-if)# end

consol e# show interfaces configuration ethernet 1/e3

Port | Type | Dupl ex | Speed | Neg Fl ow Adni n Back Mli x
Control |State Pressure

Mode

1/e3|100 | Full 100 Enabl ed | On Up Enabl e Aut o

Consol e# show interfaces status

Port | Type | Dupl ex | Speed | Neg Fl ow Li nk Back Mii x

Control |State Pressure | Mode
1/e3|100 | Full 100 Aut o (03] Up Enabl e n
1/e4|100 |[Full 1000 |Off of W Disable [On
Cch Type | Dupl ex | Speed | Neg Fl ow Back Li nk

Control |Pressure|State

1 1000 | Ful | 1000 |OFf o f Disable |W

LAG D H 4= &9

LAG 24 HIOIXl=E P&E LAGH 8t I SS FAE = A= LES S 2 = LAGE 2 842 ZE, AIAL & 2|0 8JH2 LAGE X ELICL LAGER A 28 18)
Ol CHet 22 ZES LAGO XIZGt= 20l Cist XtMs LiEe ZE Z &S 3XGIAAIR
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Hl 2 & 3tEHLICH Auto Negotiation2 & ¢12 IIEU At0I2] Z2E22M LAGIH 88 £&, 015 25 % 58 MU(SE A

Admin Auto Negotiation — LAGS| Auto Negotiation& & 5t Ei=
%= AN ELICH

ol D=2 Hgde) sge 84U BEUNN SAE
Current Auto Negotiation — & I +24 & Auto Negotiation & & &/ L|Ct.

Admin Advertisement — LAGJt SXIGt= Auto Negotation 2 F & & 2 &L

ChOiSa 22 ZE 22 Jt2 £ ASLICH

Max Capability — 2= LAG =2 015 2= 232 #2182 HAELICH

10 Half — LAGJt 10mbps =& LAGSH BH0IE 25 €32 SX&2 HAIELICL



10 Full — LAGJ} 10mbps & LAG2 M0IE 25 €32 SXES ZAELICHL

100 Half — LAGJt 100mbps == LAG®} 2H0|S 25 43S SX&S HAIRLICHL

100 Full — LAGJ} 100mbps =& LAGSH 0I5 25 €8 SIS EAIELICH

1000 Full — LAGJ} 1000mbps == LAG? M0IS 2= €32 SXS HAIELICH

Current Advertisement — 2 & T2 MNAS AIZGH)| 2IoH LAGIH XMl £S5 = LAGOH SXIELICH 2= 2t 2= Admin Advertisement Z S0fl XIF & 2t0l JtsELICH
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Admin

or Advertisement — =2 LAGS| SXl €& S ZAIELICH ZE g2 Admin Advertisement field values2t =2 & LICH

Speed — LAGIt & &Sot= £ LICH

Current LAG Speed — LAGJt 2 &5t= &M S LICH

Admin

Flow Control —S& N E 243 £= HIZ48386 L LAGHM S8 M2 &S &

Current Flow Control — Al Xt XIHE S8 MOl &FLICH
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LAG Configuration Table
Brlrpsh
2 1AG | AG 1 AG Autn Flow
e i Type Etatus Speed Negotiation Control
i 1 IUD - 'I Zraoble "I IDsubIe 'I
Fa: IUp j | j |:rablo j ILJcabID j
1 3 IUp j | j |Erab|e j IDsabIa j
abal IlJn j | j |=rﬁhlﬂ ﬂ InFﬁl’ﬂH j
0 ERe] Jue = | -l [Zebe =] [Drablk |
b b IUD | | = | Zrable =] IDsnhIa |
7 IUp j | j |Eroble j IDsobla j
8 & IUp ﬂ | j |:r’ab|e j ILJsabIa j
i
CLIBECOZ LAG4H
Ct8 H& LAG Configuration HIOI X0l HAIE 2010t 201 LAGE 74& & = oY CLIZYES QAL
H 7-68.LAGTRH CLIZY
cLgy a9
interface port-channel L E-M &4-H & SH ZE WL AEHOA P RES MMELICH
description 2 X+ & CIEHHOIA RH0 £H2 FIHELICH
shutdown I £FE 82 2222 AHHOIAS HIZ-3ELICH
speed bps Ts ZHS ASoHA %S Z20 oY OIHW AEHHOIAS &5 THFLICH
negotiation [capabilityl [capability2...capability5] CIHHIOIA &5 XE £2F SHS S4358LICH
back-pressure FOE QIEHHOIA0N S EASHEILICH
flowcontrol {auto | on | off } oie CIEHMIOIAC S8 MOE REELICH
show interfaces configuration [ ethernet 2 E{ T Ol 2| port-channel ZE-H @- | 2L A QIEHOIAN CHE RAES EAIELICH
)|
show interfaces status [ ethernet @ El Bl Ol A& | port-channel 2 E-Hj &-# 5] DE FSE QIEHHOIAL AEHE HAISLICH
show interfaces description [ ethernet 2 E{ B Ol & | port-channel Z E-Tj &-# QE PHE AEHOIAS HES BEAELICH
2]
show interfaces port-channel [ X E-Z| 4-# &] ZE Y F2E TAELICHOL ZEDallE ZE WES RERAQIX L &M 0l ZESO| &40l
PARCED)

consol e(config)# interface port-channel 2

consol e(config-if)# no negotiation




consol e(config-if)# speed 100

consol e(config-if)# flowontrol on

consol e(config-if)# exit

consol e(config)# interface port-channel 3

consol e(config-if)# shutdown

consol e(config-if)# exit

consol e(config)# interface port-channel 4

consol e(config-if)# back-pressure

consol e(config-if)# description p4

consol e(config-if)# end

consol e# show interfaces port-channel

Channel Ports
chl I nactive: 1/e(11-13)
ch2 Active: 1/eld

25 N 43
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Storm Control HIOIXI= A5 MO E 2436t10 R4 = A= E=E NS
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Broadcast Control — S& 0!

EHOIAS E2EA

lul

Broadcast Mode — &

I>

Broadcast Only — EZ2EHAE A

Broadcast Rate Threshold (70-285000) — 0| XI 2 TH2!0| M &&= 2| £ = (2 2610

25 MO 243

1. Storm Control HIOIXIS &AL
2. AS HOE PEE AHHOIAS HEGIYAIR.
3. ZEES FAGHAIR.
4. Apply ChangesS 22I5t&AI2.
A MO gdstELh
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3. Apply ChangesE 225t A2 .+
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1. Storm Control HIOIXIE HAAIL.

2. Show AllZ 2=GtAAIL.

Storm Control Settings TableO| Z & LICH
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Storm Control Settings Table

ootresh
Copy Pasamelers from Sort el ¥
Port  Broadeast Canrol Broaricast Mote Eroadcast Rate Threshold b‘iﬁ"‘; :‘:”
A Mgt =] Bt rnzin=l Oy | i r
Bl Misatil = | Bt rincim=l Oy | i I
- Misabil =] Bt tinzin=l Oy | i r
-4 Mt = | Bt rncin =l Oy I | i I
-5 Disﬂhh—d RUGHEEESITY d 1nn L
i Misatil- =] GIE =l i r
o Misatil- =] GIE =l i r
Eal Disﬂhh—d RUGHEEESITY d 1nn o
- Disﬂhh—d RUGHEEESITY d 1nn L
il Disﬂhh—d RUGHEEESITY d 1nn o
vl Disﬂhh—d RUGHEELSITY d 1nn o
P Disﬂhh—d RUGHEEESITY d 1nn o
B3 Disﬂhh—d RUGHEEESITY d 1nn L
Hd Disﬂhh—d ITEHEE RS d 1nn o
HA Disﬂhh—d ITEHEE REITR - 1nn L
rR MisAhl- 'I Binin:asl Gy vI 100 i

Copy Parameters from Port — A& HI0f OHOH B0t SALE S
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AS HO £33 20l MHOHEHS SA
1. Storm Control HIOIXIE A AIL.

2. Show AllZ 2=GtAAIL.

Storm Control Settings TableOl €& LIC}

3. Copy Parameters fromPort ZE 0l M 2& 0| SAE = ZE

iy
rx

SIS Al 2.
4. Copyto #olgts MEIGIH AS MO Z2lS SAtE e QAHHOIAS ZOIGHH L Select AllIS & E16I01 22 ZEO

5. Apply ChangesS 22!Gt&AI2.

Storm Control Settings Table2| & & ZE OHOHHE4=It SALE D X0t LOI0IEELICH
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OFEILICEH

Ct& = Storm Control HIOIXI0l EAIE 23t 201 AS HMOE RS = A= HE CLIYEE 2
H 7-69.48 MO cLIYE
cLIgy a9
IOt LEHAE, RLIHAE & E2EHAE HAS &M HAE 2= A ELICH
port stormcontrol include-multicast
ERCHAE A5 MO E 243&LICH
port stormcontrol broadcast enable
Z BREMAE 555 PHSLICH
port stormcontrol broadcast rate
AE MO &S ZAELICH
show ports stormcontrol £ E

Ct

CLIEgo oLt

consol e(config)# port
storm control
mul ticast

consol e(config)# interface

ethernet 1/el

consol e(config-if)# port
storm control
enabl e

incl ude-

br oadcast

consol e(config-if)# port
stormcontrol broadcast

rate 100000
consol e(config-if)# end

consol e# show ports storm

control
Port | Broadcast Storm
control [kbyes/sec]
1/el | 8000
2/el |Disabled
3/e2 | D sabled




ZE DAY NE 32

LIEGtD Ol & &Ll

1 2 EENM BUHD 22 A2 AH2S 2LIHE ZE0 HdL0l0f HERD Ee 2
1 B R T E WY JIS22 A8E & JASLITH
1 3R 45 & 2LIHES g4EEUt
HZE DS ZE M2S SAME e ST ZEQ M0l SEAE U2 ZES HE6tH R4 ELICH
ZE QlEgs #4480 dol CiSl 22 AlE S F0YAIL.
1 ZE D2 QUHEE ZEMA 2D 22 T2l A=
1 ZUIHEE ZE= 2LIHEGHE ZEZO O el A8 5 &Lt
1 ZERXTXI2IE 22 ZEWM 2LIEIZ & 0{0F &LICH
e ZE2 I-E ZEN= TS 22 Met Atgol ALt
1 ZEE= Q2 ZER PHE & esLIt
1 ZEE= LAG #4R0l € =+ lsuUtt
1 ZEOIPQEHOIAI REEX RERpASLICH
1 ZEO0 GVRPIt 45t X| &ASLICH
1 ZEJHVLAN FE 20| Ot LICH
1 OtLtel Oy ZEQ Fojg = AUSLICH
e LERZ P4 XEN= TS 22 HME Aol A2E Ut
1 A2 ZEE LAG FER0 2 + glsUtt
1 ZE=E Uy ZER RHE = gisUb

0 8o 2= ZEJL XIAELICH

Port Mirroring HIOIXIE 2248, E2| 2|0 A Switch— Ports— Port MirroringS 22/6H& Al 2.
Ei = 2SO ZE 022 MES 28 (14 ZER 2860 6jY ZEQ RS B4 RSe

O8 7-18. ZE 01 ¥
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XEUCh oolols Ae Ecl & LACPIL 2

=

=]
=

LICH



Dell OpenManage Switch Administrator Support | Hol

D&LL

176.210.11.22 Fots - Foit Miroring

DHomras

= Syslem Foits - Port Mirrcring
He Swich

Metwatk Zecutity

Ports

ot Condiga-ation

-1 &G Carfing IF3inn

- Etorre Contro

Puit Minwiing

gfi_:gs e Cestinazion Mor l_j

Spannire Irae Tranamit Paz<ats IlJmﬁjgﬂd e
LA

Link Agyregatian

T Mutcast Suppott Source Parts

B Stat cticsR 0N

[C Clua iy of Serce

Sowce Put T’_“u Stalus
T

w4 P o]

S

Port Mirroring HIOIXl= CtS)t 28 2EE Z&ELICH

Destination Port — ZE EHZ 0| SAE (4 ZE HSALICH

Untagged — IH2! S Ef 8= vian N2 S 2 0l & & LICH 0 2

g
o
S|
i
N
©
I
Q

Tagged — IS B4 U= vian THA 22 Ol2|ZELICH

o
c
o

Type — 0l E & 20l RX, TX £= RX X TX 25X HEE EA

Status — ZEJI & 2LIE S =XI(Active) L= 2LIE T Xl &=XI(Ready) HEE ZAISLICH

Remove — 0| &S S MEistH ZE 0/21d MEO0I MAELICH

ZE 0ldE WA =t

Port Mirroring HIOI XIS O{ & Al 2.

2. AdE S2oHYAIR.

A= EZE FIHHOIXIO S-LICH

3. Source Port2t Type ZEE HOELICH

4. Apply ChangesS 22!Gt&AI2.

5. Destination Port =&CH2 O 0IlA CHY ZES MESHLICH

9. Apply ChangesS Z22IGt&AI2.
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ol FXI0L HHOIEELICH

ZE D8 HEMA At2 ZE AR
1. Port Mirroring HIOI XIS Ol & Al 2.
2. Remove E0lgts HEIEILIC

3. Apply ChangesS Z22I5t&AI2.

x
fa

CLIZES ME8I0 ZE 0IciE M4E =4

CtS HE Port Mirroring HIOIXIOl ZAIE 20t 201 ZE 0248 MEES -0t S

H770.ZE Dd cLygd

ZE DlAE MEO0I ARSI ZXIOF SO0l ESLICH

nx
02

cLIgg

port monitor src-interface [rx | tx] | ZE ZLIEHE M&ES Al

xH5H
g

LICH

consol e(config)# interface ethernet
1/el

consol e(config-if)# port nonitor 1/e2

consol e(config-if)# end

consol e# show ports nonitor

Sour ce | Destination| Type | Status | VLAN
Por t Port Taggi ng

1/ e2 1/ el RX, Active|No
>

b
B>
FH
4
0x




MAC Fhs 8H F4 E= S5 =4 COIEHHOIAMN MESH ASLICH HIOIEHHIOIA S SHLI MEES AW =4 XNZE HA2 ZEZ A MLELCL SH =4 Hi= AHHOI

A, VLAN 2 MAC =422 Ii§%¢~1ALHZI MAC FAE= F22Z2FEH2 T30l X0 &5 SHCZ SSEUMLL ZY Y 2 FAMN ZES SSSQEM FiAs ZESG A
2ELICH ZEQ G2 X %2 A MAC TA0 MSE ZYAS 24 VLANS 2 ZTE2 MTELICHLFN A £S02 PHELICH E2IXl H0l QUHER & E 208 YXI6HI
PIo 2F JI12t St Melol gle S MAC FAa0t NKFELICHL =4 H HOIXE S E2| FOA Switch— Address TablesS 22/6HA Al 2.

3% x4 39

Static MAC Address Table HOlXli= X MAC 4 S58 Z&ELICL X =A& Static MAC Address Table HIOIXIOl Al F=IH5HALE HIHE & 2 % |Ch €8 0def MAC =48 ¢

HEQN HOg = ASLICH Static MAC Address Table HI0IXIE Ze42 E2| F0lM Switch— Address Tables— Static Adress TableS Xtell 2 226t AIL.

0% 7-19. 38 MACFA B

vell upenrManage Switch Adminisu-ator support |

176.210.11.22 Addiess Tables - Staliz MAG Address
= -cma i
W System Address Tables - Static MAC Acddress

Switch

- hetwecrs Securty

-+ Pors

[ Adersss Tadles

; - Statle MAC Address
Dyrzric MAC Address

-« RARP

- Bpecrning Tree —~ =

-5l AN It face S E

- Lrk Lggrecation 7773 APeRl =
WALC fderzss 0° 4255 3b:2f07

- Multicast Sappor
Staistice/ MO

Suality o Zewvice £ LAH D
LA Bame Al g

Stafus Fermrarcnt 'l

PTRCPaRn bR R4 =]

Remave [l

Static MAC Address Table HIO|XI0l= CS 0t 22 Z S0t ZatgLICH

Interface — & MAC 40t HE8& S8 ZE L= LAGYLICH

MAC Address — 8T H& =4 S =0l LS E MAC FALLICH

VLAN ID —MACOI HZ& VLAN IDLICH

VLAN Name — At& At & 2| & VLAN 0| S LICH

Status— MAC =4 &HEHLICHL TS 22 2t JHE = AsUTh

Secure — &2l ZEN H& MAC =45 Zolot= Ol AFSELICH

Permanent — MAC =40t Z2 & LICH



Delete on Reset — X £ & F5tH MAC =401 AHIE LICH

Delete on Timeout — A2+ =10t LAGEH MAC =40

Ei = o0y 212 WL I 35 MAC T4t

b AKIE LICH

AT

Remove — 0| &S5 MEi5HH MEEt MAC =48 MAC =4 HOIM HMOA&LICH

NA
S5

N A
o=

MAC =& =t
IH MACEA B HOIKE HEAR.

AddE Z2E6HdAIL.

HEH MACF4A ZO}HOIXIOH S-ILICH

FEH MACF A H0Ol M 33X A0t FItel0 X0t 0 ESUCH

T4 HY Y T4 43 43

Static MAC Address Table HIOI XIS & AI2.

A MAC =40t =350

X0t LU0l ESLITH

=4 HOM 8 =2 WA
Static MAC Address Table HIOIXIE & AIL.

QIE{HIO

AS AEELICH

rx
Jo
o
0x
)]
4
B
Sl
D4
=
0
]
0
>
=
1123
=2
=}
Im

i
c
o

T= A2 gXsted® MAC =

ES

Ol HZE ZEJ BAJYSK &

gLich

ol

St AI2.



cLgg 49
bridge address mac3= & [permanent | delete-on-reset | delete-on-timeout | secure] {ethernet interface | port-channel Z E-1 &-# 8} | A& MAC = AHIOIA J2 F4AE E2IX ES
show bridge address-table [vlan vlan] [ethernet ! El | O] A | port-channel 2 E-i{ 9-# =] SelXl L OI0IEHHI0IAS] 8S2 HAIE

CIS2 CLI Z2ol ol LICh

consol e(config-if)#bridge address 00:60: 70: 4C. 73: FF per manent ethernet g8

console# show bridge address-table

Aging tine is 300 sec

vl an mac address port type

1 00: 60: 70: 4C: 73: FF 1/e8 dynam ¢
1 00: 60: 70: 8C: 73: FF 1/e8 dynami ¢
200 00: 10: OD: 48: 37: FF 1/e9 static

Dynamic MAC Address= QIEIHIOI A 5%, MAC =4, VLAN & # H2S Zaet S5 F4 HO| J2E 22/6t= Ul et I2S XL =4 B0l N&E F22 &
g ZEZ ANF MLELICHL E£8 Dynamic MAC Address I 01 Xl= S& MAC A0t XKD DXl = A0l CHet EEE Z&ot) S5 =4 252 226101 20
S ZEELICL 8 =4 2= W20l ZEN ME M= S5 F4 MHg=S Z&ELICH

Dynamic MAC Address HIOIXIE Z2i®, E2| S0l A Switch— Address Tables— Dynamc MAC AddressE 2 &

S

o
=
=
to

08 7-20. 88 MACF 2



Dell OpcnManage Switch Administrater

176.210.11.22 Address Tahlee - Tvnair i BAAC Aaddruas

Address Takles - Dynamic MAC Address

Mk Srenrily

Horts

Addiess Teblz2s

Static WAl Address

Cynamic MAC Address Mddrccs Aging (10 B=C) |E (Zec)

s Clzar Table |

Spannrq Trez

- WLAN

Link Axyreqaion
= Wl iticast =1 pport

- Stet sticsRk O

S iyl Semice

Hpply Cherges

Query by:

T Port I 'I
I MAC Address | (0 W0

IWLAN 1D

Address Table Sl Key IAJL‘HL—;L— I

Quz¥

Dynamic MAC Address H 0| XI0fl = CtS 1t 22 ZE0t ZeELICH

Address Aging(10-630) — 2222 H2 Mel20l 2R X ES L MAC =20 A

2t =0t OHXI Dynamic MAC AddressOfl RXIEl= Al2tS RIEELICH Jl=8t& 300 & LICH

Clear Table — 0| &= S Me6H SX =4 HIF XK LICH

Port — HJ} 22|&l= QIHHIOIAS XNIEELICH & JtXl AEHOIA B3R S0M S8 = ASLICH

MAC Address — HJt 2°/&l= MAC FAS XIEELICH

VLAN ID — EJt 22 &= VLAN IDZLICH

Address Table Sort Key — S& =4 HOt F2& = SAS NEELIL T4 HE F4,VLIAN £= QHHOIAEZ 28 = ASLICH

=3 A2t WX F

1. Dynamic MAC AddressE O{ & AI2.

1o
]

Q

2. Aging Time ZE5 FO§LICH

124

3. Apply ChangesE S2!Gt&AI2.

=% A2l =& ZXIOt AU0IEELICH

Ol
Ja

1. Dynamic MAC AddressS O & AI2.

2. SH FA HS 2% MiHg+5 FELICH



Oln
Ja

2

FAE HEAR.

2. Address Table Sort Key EECH2 H=0HM =4S 4, VLAN ID

[« =
E= =

ClEHoIAE 2

2
£

X AL

03 BE= S8 MACF A0 ZAIE X 201 & FALE 8 X, 22 & HPots SS& CLIYYS QASLICH

B772.29 L 3EcLydy

cLgd 49

bridge aging-time = FAH S AS EFEULCH

show bridge address-table [ vlan vlan] [ethernet QI E H Ol A |

Bel

port-channel Z E-Xi 2- ¥ 5]

X &AL CIOIEHHIOI A2 SHo2

e

consol e (config)# bridge aging-tinme 250

consol e (config)# end

consol e# show bri dge address-table

Aging tine is 250 sec

vl an

nac address port |type
1 00:60:70:4C:73:FF 1/e8 dynamic
1 00:60:70:8C:73:FF 1/e8 dynamic
200 00:10:0D:48:37:FF 1/e8 static

GARP 7 &




GARP(ZEt S4 S5 Z2ES)2 RE UERD A2 = HHd AHY J2E SSots 82 Z2E2ULICHL GARPE VLAN £ ZEIHAE =42 Z2 012 UESRID S0l 2
Oet ZX des oAUt

GARPE 7 & [ LIS 22 A& S QISLICH
1 LIJED AIZE2 EOF AlZES] 361 0140101 0F &FLICH
1 EX LI AIREZ LEDEDL AIREECH 1 OF & LICH

1 28

21

[N

X0l 22 GARP EIOI0 gt= S SLICL GARP EFOI0IOF S22 X0 CH2XH £ & 22 GARP SSZ2 10| MU ASotAl &sLICh

Ot

GARP HI0IXIE 242 Ec| FOIM Switch— GARPS 2268 AI2.

GARP EIOIH &2

GARP Timers HI 0l Xl'= & X0l GARPE &4 356t)| fIst ZEE Z&SLICH GARP Timers HIOI XIS 22, E2| F0l A Switth— GARP— GARP TimersE 22/6t8 A2,

8 7-21. GARP E+OI O

Dell CpenMonaye Swilch Administralor Suppurd |

178.210.11.22 SAH - GAHE | rmers

= Hiri-

- Bystzn GARF - GARF Timers

B Swith

Hatwork Sazurty

Par=

Addrezz Tabes

GAR=

- GERP Timers

Spanring "ree

LA

Link &eqregst on [RErEEE) C Mort m CLAG I_LI
-~ W1 FizAsT Saann GAR= Jon Tir er (10247453540 IEUJ— (Igec)

Statiztico/RMZE & S 2 I— 3
B T GART _eavz “imz (10-2147483640; 601 (I e
GRS o Al Time- (10-2147AE364D; [1o330 {Wzec)

{310mol mrom

2pply Chatyes
GARP Timers H0| X0l = TSt 22 ZE0t ZetELICH
Interface — GARP EIOI0f BEE 2|8t ZE L= LAGE GEIELICH
GARP Join Timer(10 - 2147483640) (Msec)— PDUJt &&= AlZH (22l =) LICH Jl22t2 20022l = LICH

GARP Leave Timer(10 - 2147483640) (Msec)— & XIJt GARP M EH 0l Al LE2H K] JICt2l= B0k AlRHZ 2l R)YLICH LIDEII AlRES M&/==41E B LI AIRE BIAIXIOf 2o &4 35t
O S=&lE Ot HIAIRION 25 FASLICH LEJE| AlZb2 &OF A2kl 38 0140101 OF BHLICH Jl=at2 6002 2l =& LICH

GARP Leave All Timer(10 - 2147483640) (Msec) — 2 Z X7t GARP &EHOI A Lt2 CHOHA] JICt2l= B0 AlRHE 2l Z)JLICH & LI Al LEJEI| AIREZCE HOF BHLICH D28t
100002 2 =& LICH

i

GARP EtOIH & 2|

1. GARP Timers HIOIXIE & AI2.

2. QIEHOIAS HEgLICH
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4. Apply Changes

GARP O{OHE =0t IR0l MEELICH

GARPEIOIH ES DHOHEH = S A

1. GARP Timers HIOIXIE & AI2.

2. Show AlIE 2EGHYAIL.

GARP EHOIH E O+ ZELICH
3. Copy Parameters from ZE 0 Al QIEHEHOIA SERE HELICH

4. Port £ LAG ES02 Hiw0A AEHOIAS HEHSLICH

ofle QI HOIALl Hoot Meist QIHHOIAZ SAHELICHL 6SHE BESHAAIL.

5. Copyto &QlgtS MEIGI0] GARP EHOIH OIS SAE Y QAIHHIOIAE HISHHLE Select AllS

6. Apply ChangesS 22I5t&AI2.

GARP Timers Table2| &5t ZE E= LAGOH DHHE It SALE D X0t CI0IESLICH

CLIZE S ALE56I0| GARPEIOIM &2

Ol Ei= GARP Timers H Ol X0l EAIE 241 2201 GARP EHOIHE FHolot= S8 CLIZES QAELICH

H 7-73.GARPEIOIN CLIZ ¥

2E ZE £ = LAGOH H2E SAELICH

cLgy 29

garp timer {join | leave | leaveall} EtOIi_gt | GARP SEEZ =21

Ju]

O LIOEDI & & LEJED| GARP EHOID] gtS REELICH

consol e(config)# interface ethernet 1/el

consol e(config-if)# garp timer |eave 900

consol e(config-if)# end

consol e# show gvrp configuration ethernet 1/ell

GVRP Feature is currently Disabled on the device.




Maxi mum VLANs: 223

Port | GVRP- Regi stration|Dynanmic |Tinmers|(milliseconds)
(s) VLAN
Stat us Creation|Join Leave Leave
Al
1/el1| Di sabl ed | Nor nal Enabl ed | 200 900 10000
Al Egl Z2EZ 74
STP(ATHY E2l Z2E2)2 2E EalX ti22| E2l HH SEHHE MBELICH STPE UIERT &2 =S AHOIE AOIN S B2E HMB6t0l FZS MAELICH
SO= SAE MOIO CHM REI EME [ LHELICH 2RE UERKIL o= S XIJt Hel2s P8 MIot ot0 M2l2S SIOHAIDID UERI 888 24AMZ2 = UAsU
Ct.
2 s s 22 20 Ecl HES ML
1 Classic STP — /& AH|IOI& ALOI0 &2 B2E MS6t0l LS LIS MHESLICHL 24l sSTPS 20l U8t XMs B2 sTP Y €3 S HXoHHAIL.
1 RapidSTP — XY ZEE [MGHA $D AL E2lo H#HE +8S M3ots UERD /A4S 2 X6t AFZELICHL X0 RSTPIF 43S AKX OIF FXI0l= STPIF 2435t
e 3R, 22 X = STPE AEELICH
D STP A0 HE XM LIRS s ATHY E2| HOSE EXSMAR.
1 Multiple STP — 2/ 9] VLANO & TR0 28 A2 S MBS LICHL CHE STP= RSTPS DB 2 ELICH E£8t, CHE STP= U MST 2 S Sall LHE VLANOI & I
2 MSELICL ZXI0 MSTPIF 2435tE 22 MST Z2 ot E2|X2 A&s SLICH Jeil, o1& ZXI0| RSTPIL & 5tE 0 AL 22 Xt STP, RSTP & MSTPE AtE5tH
= 3R F = 45 #4852 = ASLT
Cts STPO A0l CHE XtHIEH LIE2 OIS 2T Y E2IS SAGHAAIR
Spanning Tree HIOIXIS 2™ E2| F0IA Switch— Spanning TreeS 22/6H& Al 2.
STPES 847 o
2™, Ecl F0lM Switch— Spanning Tree— Global

ILEHEHLICE Spanning Tree Global Settings HI 0l XIS

Spanning Tree Global Settings HI 0l Xl= & XI0l STPE &4 3t5t= O0HH

25tAI2.

SettingsE X2

a8 7-2.A0d E2| 8 &3
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Sparning Troc
Global Setlings
- STP Fort Seltings
STP LAE Sellin
R=piic Sjnn g
ISTP Settings
IETM Irterface S=tiirgs
i SLAR

Livls Agogrocation

Mulzicag: Sagpor

e StatisticsR Ik

e Qudlily ol Sarive

Rapid STP — Z X0l 1% STPS

Multiple STP — Z X1 0fl Ct

BPDU Handling — % E/Z X0l STPOt HI243t=AS [ BPDU 2! 22

Ch.

Filtering — QIE{HIOI A0 ATHE E2IDt HIZ 3t E/AS [ BPDU IH

Flooding — QIEAHI Ol A0 ATHE E2I0t HIZ A3 AS [ BPDU IS M

Path Cost Default Values — STP ZE0| |2 2= HISS X&5t= O ALEEH=

Short— ZE Z2 H|Z0i 1~65,

Spanning Tree - Global Settings

Raznn ng Tre= Hate
STP Ope ation Madz
020U |lznd i

Matq Zost Defal: Values
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Long— X E Z 2 HIS0{ 1~200,000,000 E?IS XIFELICH

QIHHOIAN NEE Iz 2 HIE2 USH 22 J8 SEoll et CHSLICH

Interface Long Short
LAG 20,000 4
1000Mbps 20,000 4
100Mbps 200,000 19
10Mbps 2,000,000 100

Priority(0-65535) — 22Xl R4 =2 gtS NFELICHL 29X £= 22Xt STPE HE I 20210l RA=<0t AIFELICH BPDUE L&t = I8 K2 4= g2 Jtd X0t 2
E Z2[X2 LIt )1 2t2 32768ULICH ZE RH =2 2t 4096, 8192, 12288 St 20| 40962 SELZ M3 ELICH
Hello Time(1-10) — & X 222 Al2tS XNZELICL L2 Al2t2 R E E2[X0F 24 UHAIX A0 JICt2l = AlZK(ZE)S EAIRLICH Jl2gt2 2z LICh

Max Age(6-40) — ZX| =0 =2 AlZtS XIFESLICHL 2O =% AIZE E2lX0t 4 HAIXIS 2UII Joil JICkel= AlIRH(E)S EAIELLCL Il &
Forward Delay(4-30) — & Xl M& X Al2tS NESLICL M X Al2t2 EelXot W3S ME6] &l E01 L= &S JHE SN AIZH(E)S EAIELCL I8t 10=LICH
Bridge ID — 22| Xl &= & MAC =4S ALEILICHL

Root Bridge ID — £ E E2[X| R4&=% € MAC =42 AlE

RootPort — oS E2IXI0A RE EclXNXS It L2 HIE BEE M35t

fir
Hl
Im
e
fob
uy
ke
>
©
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on
E
=
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Hu
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3
=3
=
30
fol
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C
o

Root Path Cost — ol & E2IXI0IA SENXIS B2 HIELLICH

Topology Changes Counts — 2445t STP AEH B1 232 M| 345 XIAELICH

Last Topology Change — 22| XIJt ISt Lt HEEE £ Z 08t Al2E & 245 OrRIS 20 e HZ S HAIRLICH Al2t2 2D/5H/10M/4S2F 20| DIHIMIS E#A122 HAIELICH

STPEY DHRB = HQ
1. HOIXE HaAL.
2. Spanning Tree State Z S0l X EnableS & &8 LICtH

3. STP Operation Mode 2ZE 0l A STP 255 &Gt EelXl 282 F2ELICH

=2

4. Apply ChangesE 22I5t&AI2.

X0 STPIF &4 atELICH

STPE DHoHB 4= =3
1L HOIXE 0lalAIR
2. WSAXNA ZES BsU

3. Apply ChangesS 22I5t&AI2.



STP OHOH B =Dt =F & 10 & X0t JHI0IEELICH

= AEot STPES D+ 2

cLgg
Ct& HE = Spanning Tree Global Settings HIOIXI0fl EAIE 242t 2101 STP 8 M +5 HOlGl= SS8E CLIYES QASILICH
H 7-74.STPES o CLIYE
cLgd 29
AIHd Ecl JIsg g43tELth
spanni ng-tree
AllY Egl Z2E29 REE PAHSLICH
spanni ng-tree node {stp| rstp | nstp}
Al Ecl RIS FHELICHL
spanning-tree prioritypriority
EXOLOE ZX0 222 HAIXIS E2CHAESHE BIES LEtUE ATE E2] Sl
A L2 Alt2 F-ELCH
spanning-tree hello-timexE
A4 Eel EelXl 2t +¥s LI
spanni ng-tree nax-ageX
HEJI MY HHZ SO Hol E01 L= &S HEHHE SN A4S UHEIHE ATHE
Egl BelXl ¥ AlZS LS LI
spanni ng-tree forward- tinme seconds
Alld E2l 288 EAIRLICH
show spanning-tree [ethernet @ EHOIA | port-channel EXE-ii - ¥ 5]
[instance RIAEA id]
B4 = NEE ZES QM AlNY Ecl 32E BAIRLIG
show spanning-tree [detail] [active | blockedports] [instance 2IAHE
A-id]
A4 Ecl MST 74 AEXE HAIELICH
show spanni ng-tree mst- configuration

consol e(config)# spanning-tree

consol e(config)# spanning-tree node rstp
consol e(config)# spanning-tree priority 12288
consol e(config)# spanning-tree hello-time 5
consol e(config)# spanni ng-tree nmax-age 12

consol e(config)# spanning-tree forward-tine 25

consol e(config)# exit




consol e# show spanni ng-tree

Spanni ng tree enabl ed node MSTP

Default port cost nethod: short

Gathering information .......

16-4094
##H#t MBT 0 MVl ans Mapped:
CST Root ID Priority 20480
00:30:ab:00:00:08
Addr ess
4
Path Cost
ch2
Root  Port

This switch is the I ST naster

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

32768
Bridge ID Priority
00:00:00:16:00:64
Addr ess
Max hops 20

Nane |State Prio.Nor | Cost |Sts |Role| PortFast | Type

1/e2 |enabled|128.2 100 |DSBL | Dsbl | No P2p Intr
1/e3 |enabled|128.3 100 |DSBL | Dsbl | No P2p Intr
1/e4 |enabled|128.4 100 |DSBL | Dsbl | No P2p Intr
1/e5 |enabled|128.5 19 FRW | Desg | Yes P2p Intr
1/e6 |enabled|128.6 100 |DSBL | Dsbl | No P2p Intr

1/e7 |enabled|128.7 100 |DSBL | Dsbl | No P2p Intr




1/e8 |enabled|128.8 100 | DSBL | Dshl | No P2p Intr
1/e9 |enabled|128.9 100 |DSBL | Dsbl | No P2p Intr
1/ el0| enabl ed | 128. 10 100 | DSBL | Dshl | No P2p Intr
1/ ell|enabl ed | 128. 11 19 DSBL | Desg| Yes P2p Intr

consol e# show spanni ng-tree active

Spanni ng tree enabl ed node MSTP

Default port cost nethod:

short

Gat hering infornation

#iHHH# VBT 0 Ml ans Mapped: 16- 4094

CST Root ID Priority 20480

00:30:ab:00:00:08

Addr ess

4
Path Cost

ch2
Root Port

This switch is the I ST naster

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

32768
Bridge ID Priority
00:00:00:16:00:64

Addr ess

Max hops 20
Nane |State Prio.Nor | Cost |Sts |Role| PortFast | Type
1/e5 |enabl ed|128.2 19 FRW | Desg | Yes P2p Intr
1/e7 |enabled|128.7 19 DSCR| Al tn| No P2p Bound (STP)




1/ell|enabl ed|128. 11 19 FRW | Desg | Yes P2p Intr

1/el5| enabl ed | 128. 15 19 FRW | Desg | No P2p Intr

1/ e22 | enabl ed | 128. 22 19 FRW | Desg| Yes P2p Intr
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cLgs

spanni ng-tree disable

spanning-tree cost HIE

spanning-tree port-priority®4& &%

show spanni ng-tree [ethernet Q/E{HOlA |

port-channel ZE- M- #3][instance QAEA-|1D]

spanni ng-tree portfast

show spanning-tree [detail] [active | blockedports] [instance IAEIA-|D]

hAl st

show spanni ng-tree nst- configuration

i)
=
e
oy
o

consol e> enabl e

consol e# configure

Consol e(config)# interface ethernet 1/el

Consol e(config-if)#

Consol e(config-if)#

Consol e(config-if)#

Consol e(config-if)#

Consol e(config-if)#

spanni ng-tree disable

spanni ng-tree cost 35000

spanni ng-tree port-priority 96

spanni ng-tree portfast

exit

Consol e(config)# exit

Consol e# show spanni ng-tree ethernet 1/el5

Port 1/el5 enabl ed




Rol e:

f orwar di ng

State:
19

desi gnat ed

Port cost:

Port id: 128.15

Type: P2p (configured: Auto) Internal Port Fast:

No (configured: No)

00: 00: 00: 16: 00: 64

Desi gnated bridge Priority : 32768 Addr ess:

4

Designated port id: 128.15

Desi gnated path cost:

Di sabl ed

Quard root:
Number of transitions to forwarding state: 2

BPDU. sent 483, received 1037

ethernet 1/el5 instance 12

consol e# show spanni ng-tree

Port 1/el5 enabl ed

Role: alternate

State: discarding
Port id: 128.15 Port cost: 19
Type: P2p (configured: Auto) Internal Port Fast: No (configured: No)
Designated bridge Priority : 32768 Address: 00: 00: b0: 07: 07: 49
Desi gnated path cost: 0

Desi gnated port id: 128.11

Quard root: Disabled

Nunber of transitions to forwarding state: 3

BPDU: sent 482, received 1035
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spanni ng-tree

SE LAGO AIHd EcIE HIgdsteLICH

spanni ng-tree disable

LAGS Alld Ec| HI8 2€dS P4ELICL

spanni ng-tree cost Hl &

spanning-tree port-priority@d =49

show spanni ng-tree [ethernet 2/ E{HIOIA | port-channel £E Y HS][instance QAEA- jd]

248 = XHE ZES HAE AlE E2l EEE EAIRLICH

show spanni ng-tree [detail] [active | bl ockedports] [instance RIAE A-|D]

consol e(config)# interface
port-channel 1

consol e(config-if)#
spanni ng-tree disable

consol e(config-if)#
spanni ng-tree cost 35000

consol e(config-if)#
spanni ng-tree port-
priority 96

consol e(config-if)#
spanni ng-tree portfast
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1. Rapid Spanning Tree (RSTP) HIOIXIE & AI2.

2. Show AllS 26&AI2.

Rapid Spanning Tree (RSTP) TableOl Z & LICH
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spanni ng-tree |ink-type{point-to-point |shared}
S A Sl Al E2| ZRESS AL

spanning tree node {stp | rstp | nstp}

Z2&EZ 0t0|12l0l8 Z2HAS CHAl AIRELICH

cl ear spanning-tree detected-protocols [ethernet interface | port-channel port- channel - nunber]

show spanning-tree [ethernet interface | port-channel port- channel - nunber]




consol e(config)# interface ethernet 1/e5

consol e(config-if)# spanning-tree |ink-type shared

consol e(config-if)# spanning tree node rstp

OlA XtetE SAIOl S

=
(%2}
=
o
]
o
flo
<
-
>
4
o
(%2}
3
o
e
>
m
1>
o
e
C
o
jm}
ofy
>
=
oc
Im
o]
ir
jm}
02
o
il
In
7]
og
=
[
af]
0
u
2
0K
e
C
o
2
u
un
=
Hl
Im
>
<
Jn
0
(72}
5
o
e
>
m
1>
o
H
Im

S Chrst VLANOI XIEE TH2!0l O3 A0 d E2 dAMST ) UHUA A2 THE 225 Soll MSELICL 42 Zef20l &2 & A= oLt 0lae Us AIHd Eel E2IXY
LICt MSTP Settings HIOIXIE Ze42, E2l 2|0l Switch— Spanning Tree— MSTP SettingsE Z22I6t& Al 2.

O 7-26. MSTP A H

Dell CpenMaonage Switch Administrotor

1782101122 Sranning Tre - MSTP Saningz
=1 Horz i i
- Systam Spanning Tras - MSTP Selttings
0O Seich
= BRnrE 53y

Paorc

Aulidre-s Talies

5H -

Sprarn ing ek

b Setings Global Settings
FPat Setiings
L&E Satt rgs

~ RZTP Sectings
MSTP Settings Hagion Mame (1-3. Characters) I

=i 2 et
S i‘v:‘]_. I Irt=face Seting Ravicin (HRAG) ’ﬂ—
- Link MAcgreget on e Fops (1-400 20

beo Li sl Succuorl

Statiziica BN

Bl el Ly ol Service

I=1 Kazar

Instance Seftings

Instaze IO I 1 'I

Included % _Aks

Evidue 7r critv i0-314400 20

MSTP Settings HIOIXl= CtS 0t 22 2=5 Z&&LICH

Region Name (1-32 Characters) — At& Xt H 2| & MSTP % 0152 EAIELICH
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E =gt 208U

IST Master — LS AIiE E2| OtAH IDSE EAIELICHLISTOIAHE AAEA 0 REYLICH

Instance ID — MSTP QIABIAS HOIELICHL 2 89E 1159 LICH

Included VLANs — 1 E{SF OIAEIA ()| 02 & VLANS HAI&LICEH Each VLAN belongs to one instance.

Bridge Priority (0-61440) — & &ist AIid E2| A AHA X 24 =9/S XNFELICL 2E HPI= 0~6144001 04 4096 S=22 &LICH

Designated Root Bridge ID — 1845t QIAE A S| REQI H2|X|2] IDE HAIELICH

Root Port — M EiSH QIABAS RE BES HAIELICH

Root Path Cost — & {5t QIAEI A A2 HIES HEAELICH

Bridge ID — & &4t QIAEI Al E2|X| IDE HAIRLICH

Remaining Hops — C+S &K &2 &2 =5 EAIELICH

MSTP Instance Table B Al

1. Spanning Tree MSTP Settings HI0I XIS & AI2.

2. Show AllIZ 22!6t0{ MSTP Instance TableS O{& Al 2.
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CtS H= Spanning Tree MSTP Settings H Ol X0 EAIE 241t 200 MST AIAEA DES HOE 4= U= Y CLIZHS QASLICH
H 7-78. MSTPQIABA CcCLIZE
cLIgd 49

MST 24 REZ AZELICH

spanni ng-tree nst configuration

instance instance-id {add | renove} vlan vlan-range

VLANE MST QIAES A0 0§ & EFLICH

name string

revision val ue

Sets the configuration revision number

spanning-tree nst instance-id port- priority priority

spanni ng-tree nst instance-id priority priority

spanni ng-tree nst max- hops hop-count

0

spanni ng-tree nst instance-id cost cost

exit
T4 HE HES HEGIX €10 MST 2 14 2ES SEELITH
abort
B E= WO S MST ES 242 EAEEUC
show {current | pending}
CIS2 CLI Z2ol ol LIch

consol e(config)# spanning-tree nst configuration

consol e(config-nmst)# instance 1 add vlan 10-20

consol e(config-nst)# nane regi onl

consol e(config-mst)# revision 1

consol e(config)# spanning-tree nst configuration

consol e(config-mst)# instance 2 add vl an 21-30

consol e(config-nst)# nane regi onl




consol e(config-mst)# revision 1

consol e(confi g-nst)# show pendi ng

Pendi ng MST configuration

Nane: Regi onl

Revision: 1

I nstance VI ans Mapped

0 1-9, 31-4094

1 10-20

2 21-30

MSTP QI EHHIOIA & H9

MSTP Interface Settings HIOIXI= S& EHHOI A0 MSTP £& 2 X

Tree— MSTP Interface SettingsE 226t Al 2.
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Intercee Moy m
Falhi Sl (1-2070,000 00
Lstault Hat Cagt
Cesignat=d Dridge D
Lesignatzd Hod L
Cesignatad fost

7

[crwend Transitiors
Femain Hoas

Apply Charcos

MSTP Interface Settings HIOIXI0fl= TS0 22 ZEIt ZEEN ASLICH

Instance ID — EXI0fl H&E MSTP QIAHAS USELICH Jtss 2E #9l= 1~152LICH

Interface — 1 EEl MSTP I AE A ZE L= LAGE NFELICHL

Port State — S& QIAEAN ZEDJ SHSEJA=X HIZHSHJA=XE EAIELICH

Type —MSTPIt ZESE F U & ZEZ HSEX 5120 H2E ZEZ SN ZEIL MSTP S R0l A=K ZA
UE CISTREZC HZ 2 MBELICHL ZH ZE= MST ECIXIE 28 S0l A= LANOI HZELICHL ZEJL ZH ZEL
STPR2EZ ASot=XlT EAIGLICH

Role —STP Z20f M33tJ| 9l STP 2 0eIS0l 2ol NEE ZE A2 HAISLICL USH 22 2E e JHE = US

Root— TH2'S 2E B0l MLE 4 2= JHE W2 U8 228 MBHUCH
Designated — XI & & Z X0t LANO HZ &= O AIEH=E ZE £= LAGE EAIEULCH

o

Alternate — £ &

Backup —XIZ & ZE H=20 AIHY Eg| & S8 MY H2E NSELICL MY ZEE F ZEINE U & 20 2 =2

EHHOIA0NA RE X2 UM Z2E M

occur when a LAN has two or more connections connected to a shared segment.

Disabled — ZEJt AT Ecl

2
o

o

of

HAELICHL OIAE ZE= MSTP 2 AH0IA 2120l
SHHZEO A= RO RSTP 252 HSoh=Xl

prS =

| HZCAS DO+ LA EHLICH Backup ports also



Interface Priority (0-240,in steps of 16) — S& QIAE A CHEF QI HIOIA &S FHASLICH JI23tE 1282 LICH

Path Cost- — Al Ec| AAB AN ol ZEIL J|Ket RE2E HAIELICH 89I= &4 1~200,000,000 AOI O OF & LICEH

Default Path Cost — J| &2 & 2 HIZ0l Spanning Tree Global Settings HIOI X1 0ff A EH&E A0 et NIBES HAl

o
2
2z
=3
]
o
o
=3
«Q
S
o
|
o
w
1A
rr
0
10
-
>
P4
o
4
Im
=
e
Y
@
ir
T

cIXl ID gtsLICh

Designated Port ID — &3 £= 3R] LANS SE0 ¢1Z6t= NF& 22X ZE IDHSALICH

Designated Cost — 23 £= 2R LANOWAN REZ2 22 HIELUICH
Forward Transitions — 2 EJ} forwarding & EH 2 HAE = LICH

MSTPIE{HOIA &3 HO|
1. MSTP Interface Settings HOIXIE O &AI2.

2. CQIEHOIAS H&ELICH

w
e

Y=

i

& ol5t

124

A2,

4. Apply ChangesS 22I5t&Al2.

MSTP OHOHE =0t Hojel ) & X0 U0IEELICH

MSTP QIE{H Ol & E 2|

1. MSTP Interface Settings HOIXIE O &AI2.

2. ShowAllS 2GHYAIL.

MSTP Interface Table H Ol X| 2t Z & LICH
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MSTP Interface Table

Refesh

Instarce
Inferiace Hole Mode e PrFi.g:-ill],r 'E?.‘s? SPl:trtta 3 .(.Jnst : “Blilddgellll. “P:JJnID R;?;sm
1 el oA ona oA e i Ms NA M Mik Miks
2 ez oma nA A ZE [0 WA WA i Wi e
S TR 7S VS 7S Y- (T T I i hi, HiA i
+ e mm owA WA iz 100 WA MA M NiA Mek
§ s5  MNmon a2 1m0 WA Nk Ml Nid ik
6 @6 Mmona nea [TE 170 M WA hi Hi ik
7o M oA w1z floo o W His Hid ik
R TR 7 V7 17 TR (T T i i, i bl
9 w3 e A wa e flon mAs o NA hi Hed Hed
00 e e s s lee Thoo e A HiA hifA HirA

CLIZEE AME350l MSTP 2IEH HIOIA H2

CtS HE& Spanning Tree MSTP Interface Settings H Ol XI 0l EAIE

E 7-79. MSTPRIE HIOlA CLIZ &

20t 201 MSTP 2B HIOIAE Holh= off

g cLl

spanning-tree nst instance-id priority priority

cLg 49

MST A& S P8t LEQ| H2 Higs &FELIt
spanni ng-tree nst instance-id cost cost

XFe STAUAABAS HX| SU=RE £FELIC

show spanni ng-tree mst- configuration

consol e# show spanni ng-tree nst-configuration

Gathering information ..........

Current MST configuration

Narme: Gli

Revi si on: 65000

I nstance

M ans Mapped State

16-4094 enabled




0
enabled
1 1
enabled
2 2
enabled
3 3
enabled
4 4
enabled
5 5
enabled
6 6
enabled
7 7
enabled
8 8
enabled
9 9
enabled
10 10
enabled
11 11
enabled
12 12
enabled
13 13
enabled
14 14
enabled
15 15

VLAN 2 &

VLANZ Gt=9I0l 282 Folots el AT E NS Sof LANS 448 =c|X ot 1S ULICL VLANE ALEXH AHI0IE ) HIERD BXIE HZE S2lX LAN AIHE a2tet
0l & ZX2 ZEELICLVLANE UIERID MelZ0l otAI0E A0lA O E2EXCZ S22 5 iSLICL 2T EQ0f0 26l 222 = VLANZ UEHAD B, It £= 0150 P&
= Al2ts E0ISLICH

VLANZ AZEQI0] J|8t0I0 22l S-0ll 2ol AR 0 W20l ZEQ| & HIt S X, A% L= |6t 2 =28 22 Z8E2 g2 = ASsULTH

VLANZ & 2 82 0lA ZSELICHL VLANZ VLAN W2 Helgg 22(5t)| 20 VLAN A0IS] Mele SES 5i&cts S3ZZ2E2 HE0A XSots 2RI 2L 532t
SHE MIOYES AE6 0 VLANS 280l SLICLVLAN2 E2EHAE & ZEIHAE THAYLICL EREHAE & HEIHAE Melgt2 Meld0l 48E VLAN LHolAet d&E
LICH

SELICL VLAN Ei = 01 VLANOI I§2!0l ot=

VLAN B 18H= VLAN J1E ALOIOIl VLAN B2 E &&8 4 A= Y-S MSELICHL VLAN B 8= TH2! ol G0l 48H01E BHOE 3
=9 FE2T ZEELICH

s £
XE EAELUCOLVLAN Bi0= 215 AHOIE = UWERD X0 2/oH VLANOI 2 ELICHL VLAN Ei = VLAN UIERIZ



VLAND GVRPE ZEGHH UEAD 22Nt UIERD LESE EZEHAE 0

VLAN HIOIXIE €eid, Ec| ROIA Switch— VLANS 2258 AIL.

VLAN 2 &2

VLAN Membership HOIXI= VLAN JEE F2lot= 20t ZELICHL = FXI= 409402 VLAN IDE 256712 VLANOI OH
CHe 8t0l RE O UX &8 JI= VLANPVIDIL AFEELICHL VLAN ID #12 J|&2 VLANOIOf AIAEI0I A AHIE = SSLICH VLAN Membership HOIXIS i, Ecl FOIA

Switch— VLAN— VLAN MembershipS 2268 Al2.
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Sind MAC to WLAN
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It vate VAN

_ink Aggregation
wlUlic st SUpECH
Ctatist ca/RON

Lt duality of Servce

WLANM - WLAN Mermbership

Show WLAN:

wLAK Namz 10-22 Charaz:eiz)
=taus

A1 TaRAtiEtinn Mn SFiired

CO8LAR 1D | 2] = VLA Hars| Finar

Crvam o ‘I
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VLAN Membership HOIXI0fl= CtS 0 22 ZE0t ZE 0 ASLICH

Show VLAN — VLAN ID £= VLAN Ol S0l et &

tH

8 VLAN Z2E Lot

VLAN Name (0-32 Characters) — AtE Xt E2|& VLAN 0l S LICH

Status — VLAN SR LICL CISD 22 &S It

Dynamic — VLANO| GVRPE Edl =22

Static — VLANO| AtE Xt Hol I ASLICH

Default — VLANO| J|2 VLANLICH

Al

Aaple Chanyzs

= UASLICL BEREMAE 2 HEPHAE Ml e 0522
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Authentication Not Required— HI S Q! ALE Xt JF VLANOI H A A= S

GIE3

Remove VLAN — 0| &S 2 &6 VLANOI VLAN 2b1& HO0IlA MIAZLICH

M VLAN Z Ot

1. VLAN Membership H Ol

2. AddE SGIYAIL.
Create New VLAN T 0| XI
3. VLANIDZ} OI§S 2™

4. Apply ChangesE 22!5t

M VLANOI =I5 X

E

VLIANSHE 0§ =3

XNE HYA2.

b E-LICh

1ot OIOIEELICH

1. VLAN Membership HIOIXIE O &AI2.

2. ShowVLAN ESCI2 Hi=0lA VLANS SE48iLICH

3. ¥ots ZEE =FOYA

12.

4. Apply ChangesE 22IGtaAI2.

VLAN 8id EE0t =& &0 X0 YOoIEEUICH

VLAN 4R

1. VLAN Membership H Ol XI

S HAAI2.

2. Show VLAN ZE0A VLANS SEHSLICEH

3. Remove VLAN &0olgts &

4. Apply ChangesS 22!5ta)

& B VLANOI A KIS 1)

EHEILICH

A2,

X0t LU0 ESLITH

CLIZE S AE6I0 VLANBHE 18 39

C+8 HE= VLAN Membership HI Ol XI0ff EAIE 230t

H 7-80.VLAN#HE OF CcLIYY

cLgy €9

vlan database

VLAN 74 2EE AIZELICH

vian {vlan-& $1}| VLANS 44

LICH

name 2 X} & VLANOI OIS 2

FItELICh

20l VLAN8HE 082

=

==

sl

ote

o
[=

ol



consol e(config)# vlan
dat abase

consol e(confi g-vl an)#vl an
1972

consol e(config-vlan)# end

consol e(config)# interface
vlan 1972

consol e(config-if)# name
Mar ket i ng

consol e(config-if)# end

VLAN ZE HHg 2

VLAN Port Membership Table2 EZEZ VLANOI Xl & &tE Port TableOl Z & & LICH ZE & Port Control &8 A0IS & &56H0{ VLANO NI ELICHL ZEE O3 g

H 78LVLANEE HHy B

2ZE Ho|®Y

T OIEHIOIAJF VLANS & A LICL Ol AHBOIAI Lol 2 W22 HOsHELICH 22 VLAN B2 S Z&H8LICH
U QIEHOIAJF VLAN & A LICH Ol AEHHIOIAIL ME6t= 22 B DSt X ¥ &LICH

F CIE{HIOIAJF VLANOI CHEr B & X201 HREEASLICH

g0l AS

QIEH Ol A0 VLAN & 240 OFLICH Ol QIEIHIOl A2t H2tE TH2l2 M X &LICH

VLAN Port Membership Table2 LAGEZE} OtLict ZE

e
H
Im
0
ol
uy
tH
>
©
c
o

VLANIEW ZE X H
1. VLAN Membership HOIXIS & AI2.
2. VLANID £&= VLAN Name & &5 226t SEU2 WA VLANS &EELICH

3. Port Membership TableOli Xl ZES Hei5t1) ZTEO 22 XIFELICH

4. Apply ChangesE 225t AI2.

HEJIVLAN S0 A& XL LU0IESLICH

VLAN 4|
1. VLAN MembershipS 0{ & Al2.
2. VLANID E£&= VLANName 88 &5 226t SEU2 Hiw0A VLANS HEgLIC

3. Remove VLAN =t0lgtsS SEIEILICH

o



4. Apply ChangesE 225t AI2.

SIS VLANO| ATHIS D & X0 HOl0IEELICH

CLIZEE AE56I0l VLANIEN ZE N HE

Ch8 HE= VLAN IS0 ZES X F6t= O 28 oig CLIYES QASLICH
B 782 ZE O VLANIE NF CLIFY
cLgg a9

switchport general acceptable-frame-types tagged-only

EHOStE Xl 42 a0l =4 Al HIOIELICH

switchport forbidden vlan { add vlan = % | remove vlan-5 &

Al
S& VLANE ZE0 Fotots A2 SNELICH

switchport mode {access | trunk | general}

ZES VLANEHE 255 - ELICH

switchport access vlan vlan-id

CIETHIOIAJF HAIA 2501 AS I VLANIDE FAEILICH

switchport trunk allowed vlan {add vlan-list | remove vlan-list}

EY3 ZENM VLANS FItotALE MIOHELICH

switchport trunk native vlan vlan-id

HEEES XNEE VLANS 48242 2|51 VLANIDE 2 E J|2 VLAN ID(PVID)Z &2l & LICH

switchport general allowed vlan add vlan-list [tagged | untagged]

2ot RE0A ZEOA VLANS FItot Lt M LICH

switchport general pvid vlan-id

QIEHHIOIAJF L 2200 AS W PVIDE FLELICH

Q
ojo
o

CLI &g olLICt

m©°

consol e(config)# vlan
dat abase

consol e(config-vlan)# vl an
23-25

consol e(config-vlan)# end

consol e(config)#interface
vlan 23

consol e(config-if)# nane
Mar ket i ng

consol e(config-if)# end

consol e(config)# interface
ethernet 1/e8

consol e(config-if)#
swi tchport node access

consol e(config-if)#
switchport access vlan 23




consol e(config-if)# end

consol e(config)# interface
ethernet 1/e9

consol e(config-if)#
swi tchport node trunk

consol e(config-if)#
swi tchport node trunk
all owed vl an add 23-25

consol e(config-if)# end

consol e(config)# interface
ethernet 1/ell

consol e(config-if)#
swi tchport node general

consol e(config-if)#

switchport general allowed
vl an add 23, 25 tagged

consol e(config-if)#
swi tchport general

pvid 25

VLANEZE &3 FH9

VLAN Port Settings H Ol XI= VLANS| £ 2
22 DE M2 ZE PVIDO 25 E1D 5

e &2

o
o

EELICH ZE JI2 VLAN ID(PVID)E VLAN Port Settings HIOI X0l Al & & LICH ZXI0Il ==6t= EY St A

VLAN Port Settings HOIXIE Zei®, Ecl F0l A Switch— VLAN— Port SettingsS 226t
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VLANLAG &3 H9|
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Dynamic — Assigns a LAG to a VLAN based on the host source MAC address connected to the LAG.
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Ingress Filtering — LAGOll 2 aH
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Reserve VLAN for Internal Use — & X| THEE =0il 0o VLANS 2 X & & VLANLICH

VLANLAG &4 & X &

1. VLAN LAG Settings HOIXIE O{&AI2.
2. LAGESU2 H=0AM LAGE HEi5t) HOIXS ZHES RS LI
3. Apply ChangesS 22I5t&AI2.

VLAN LAG OiJHE 4=0t Fel&l D #XIJ0t L0l EELICH

VLANLAG & H Al

1. VLAN LAG Settings HIOIXIE OI&AI<2.
2. Show AlIZ 225t AI2.

VLAN LAG Table Ol Z&LICH

CLIZE S AMESI0l VLAN IS0l LAG X &

CtS H= VLAN LAG Settings HOIXI0ff EAIE 23t 20 VLAN S0l LAGE XI&dt= oY CLIZEES ELICL
O 7-83.LAGVLANE Z CLIZE

cLgdg 29

switchport mode {access | trunk | general} LAG VLAN &t REE P& &L

switchport trunk native vlan vian-1D HZEZ XIS VLANS 2H 242 MO|5t10 VLAN IDE LAG J|2 VLAN ID(PVID)Z & o8& LICH
switchport general pvid vlan-1D CIE{HIOIADL LB 220 AS [ LAG VLAN ID(PVID)E & & LICH

switchport general allowed vlan add vlan-5 5 [tagged | untagged] | 28 LAGUHIA VLANS FItotHLE MIAELICH
switchport general acceptable-frame-type tagged-only EHSIEI X 22 T3S =41 Al HIDIELICH
switchport access vlan dynamic MAC =45 VLANO BteI & LICH

switchport general ingress-filtering disable LAG =4 ZHE S HI2 &5 LICH

consol e(config)# interface
port-channel 1

consol e(config-if)#
swi tchport node access




consol e(config-if)#
swi tchport access vlan 2

consol e(config-if)# exit

consol e(config)# interface
port-channel 2

consol e(config-if)#
switchport node general

consol e(config-if)#
switchport general allowed
vl an add 2-3 tagged

consol e(config-if)#
swi tchport general pvid 2

consol e(config-if)#
switchport general
accept abl e-frane-type
tagged-only

consol e(config-if)#
swi tchport general
ingress-filtering disable

consol e(config-if)# exit

consol e(config)# interface
port-channel 3

consol e(config-if)#
switchport node trunk

consol e(config-if)#
switchport trunk native
vlian 3

consol e(config-if)#
switchport trunk allowed
vlan add 2

VLANOI MAC =4 E HIQIEGHHA MAC =4S
VLANO| ¢ZELICH MAC 49

VLANOI MAC =AE HIQIEGA S VLAN ZEJt SHO2

J
=20l Ciot® ZE= VLANO 2 & X|

VLAN X &0l ZEE M

oFA
=5

Bind MAC to VLAN HI0IX| £ Z 242, Switch— VLAN— Bind MAC to VLANS 2

= ASLICHL L MAC =40t VLANOI XIZE D ZEWAM MAC =45 553
S VLANEH MAC =401 HE

FOMEIASH EH VLAN ZEDIt OtLIOOF & LICH
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MAC Address — VLANOIl HHQIEEl MAC =4S HAIELICH

Bind to VLAN (2-4093) — MAC =40t Bl & VLANS HEAISLICH

MAC i VLAN E EAl:
1. Bind MACto VLAN HIOIXIE KH&AIR.

2. Show All2 22Gt&AI2.

MAC to VLAN tableO| & & LICH

CLIZEES AS00 VLANO MAC =4 Hielg

CIS HE VLANOI MAC =45 Htelgot= ie CLIE8S QLT

B 7-84. VLANOI MACFA HiQIE CLIZ Y

cLIgy 49

mac-to-vl an mac-address vlan-id| MAC =4S VLANO| IS &LICEH
switchport access vlan dynamic JHOIE VLANS & ELICH

show mac-to-vlan MAC CH VLAN CIOIEFHIOI A S HAISLICH
no mac-to-vl an mac- address VLANOIA MAC =4 Hiolelg FHASLICH

consol e(config-vlan)# mac-to-vlan 0060. 704c. 73ff 123



consol e(config-vlan)# exit

consol e(config)# exit

consol e# show vl an nmac-to-vlan

MAC Address VLAN

0060. 704c. 73ff 123

GVRP OB+~ 4

GVRP(GARP VLAN S& Z 2 E3)= VLAN 214! Z2|X| ALOI0l VLAN #He B2 S XS t1E5H)| 9ol SEal MSELCL GVRPE 2t S2IXIel HHERel
210l VLAN 1Al B|XI0t VLAN O E2lXl ZE HES NsS22 558 »

GVRP Parameters 0| X|= GVRPE AR Oz 243t LICH GVRP= QIEIHOIAER

ParametersS 22/5t&Al2.
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G Cloaal Status
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GVRP Parameters HOI X0l = TS &2 ZEJH 8T 0 ASLICH

GVRP Global Status — Zt X| 0il GVRP
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GVRP State — QI E{ 10| 22| GVRPE &4 3

Dynamic VLAN Creation — QIEIH Ol A0l Al GVRPE S&t VLAN 84S 243t L= Hl2dstefLICh

GVRP Registration — 2/E{H 0| A0l Al GVRPE S8t VLAN S5 243t £= HI28steLIch

X0l GVRP & 4 3t
1. GVRP Global Parameters HI Ol XIS 01 & Al 2.

2. GVRP Global Status 2 S 0i Al EnableS &4 &tLICH

3. Apply ChangesS 22I5taAI2.

X0l GVRPIF & stELICH

GVRPE S& VANSE 43
1. GVRP Global Parameters HI 0| XIS 01 & Al 2.
2. GVRP Global StatusOil Al EnableS & E{8fLICH
3. @ot= AEHHIO0IAC GVRP State Z S0l Al EnableS &1 &48HLICH
4. GVRP Registration Z S0l Al EnableS & 8§ LICH

5. Apply ChangesS 22I5t&Al2.

HZEQS| GVRPVLAN SS50| &43t% 0 &XI0t SO0 ESLICH

CLIZE S AE5I0l GVRP 7 &

CtS = GVRP Global Parameters H| 0| X 0ff EAIE 230t 20| GVRPE 7 45t= ollg CLISE S QAELICH

H 7-85.GVRPEY D CLIYE

gvrp registration-forbid

CLIZ® &£9
gvrp enable (global) GVRPE HANOZR &4 58 LICH
gvrp enable (interface) OIEH IOl A S| GVRPE &4 3HELICH
gvrp vlan-creation-forbid SN VLANMAES 8435 L= HIEHSELICH
2E VLANS| SE2 diMot) ZEQ S& VLAN SSS XLt

show gvrp configuration [ ethernet 21E{ B Ol A| port-channel X E- | Et0
puR=R | T4 FEE HAEULL

show gvrp error-statistics [ ethernet @ & Bl Ol A| port-channel X GVRP 2% SHE EAIZLICL
E-Me-#3)

show gvrp statistics [ ethernet © Bl Ol 2| port-channel X E-if GVRP SH E EAIELICH
SR

clear gvrp statistics [ ethernet ®1ElH Ol 2| port-channel X E-if 2E GVRP SH B2 E XSLICHL
SR

JLICH
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consol e(config)# gvrp enable




interface ethernet 1/el

consol e(config)#

consol e(config-if)# gvrp enable

consol e(config-if)# gvrp vlan-creation-forbid

consol e(config-if)# gvrp registration-forbid

consol e(config-if)# end

consol e# show gvrp configuration

GVRP Feature is currently Enabled on the device

Maxi mum VLANs: 223

Port | GVRP- Regi stration|Dynamic |Tiners Leave | Leave
(s) Status VLAN (mlliseconds) Al
Oreation|Join

1/ell|Enabl ed | Forbidden Di sabl ed | 200 900 10000

1/ el12| Di sabl ed | Nor mal Enabl ed |200 600 10000

HoIE VLAN 24
PVLAN(IH Q! 2 VLAN)E VLAN LH_I WS ZE S4IS Hetotol HIEAR 2ets ZSHELICL S VLANR S 2l Z20IM UIESRIS MelZS MLt WERR 242l XIt 3= VLAN
S HOISLICE = VLAN L0l = 22l % HFLIEI VLANOI USLICL I8 VLAN ZEE LIS 22 &EE JHE # AsLICH

1 PXE  2PXNE ZESPVLANUC 2E ZEQ S48 £ USLICL 2E 2XE WA ZHel ¥ HIFLIE VLAN 250 XSS 2 XIFELICH

— A2l ZEE= 22 PVLAN U2l O iEE} &5 Aelguch 2
Bo Melzs Melsty 2F HHEL 2 Hel E

Ed = 201012 VLANS 2H240/8 SXE £ %2l ZEZ Folg 4 gisUl
Edi =: 010 482 VIANES 22| £= HRLE VLANSZ 38E + #aUC
Ed =: =2 2 3FUE VLANS & VLAN &0 ZatElch

= VLANO| A HIE Z<2, A2l &

HRLIEI VLANE 25 AHELICH £8, AHel &

DX ZEQ SME + ASLICH

HRLIEI VLAN2 BiO3tE X 2 Melaet dgs

LS VLAND 8 ZEOAM S4l5s 2 Xel

212l VLANOI XIZELICh
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= Home
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- Netwark Security 2L Sl

Ports

- Address Tables Add Show PY Paorts
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- Spanning Tree
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Fort Settings Private YLAN I j
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- Bind MAC 10 VLAN :
- GVRP Parameters ™ Add Community VLANs

- Private VLAN

[ Link Aggregation X
Bl Multicast Support Community VLAN Table

Statistics/RMON

Quality of Serice

Community VLAN Remove Community
Remove Private VLAN 5]
Apply Changes

Private VLAN HOI X0l = CtS 2 22 ZEJH 8 &0 ASLICH

Private VLAN — AFE X} F 2| €l I/ VLAN

Isolated VLAN — 01 = VLANO| O{L 22| ZE0 AEE=XSE ZAIELICH

Add Community VLANs — AR LIEI ZEJt NI FHE HFLIEI VLANS FIHefLICH

Remove Community — 0| &S S HE45H HSILIEI VLANS HMHELICH

Remove Private VLAN — 0| &52 MEi5tH JHol& VLANS MAHELICH

Hersg VLAN =0t
1. Private VLAN HIOIXIE & AI2.

2. AddE Z=6H4AIL. Add Private VLAN HIOI XDt 2 &LICEH
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New Private VLAN — JH2I & VLAN S5 Z&&LICH HRLIEI VLANZ 1S VLANO| F=OtELICH

Add Community VLANs — H S LIE| VLANS JH2I& VLANO| F=It&LIC

Isolated VLAN — 2{2| VLANZ JHQI & VLANO =It&LICh

w
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4. Apply ChangesS 22I6t&Al2

JHelE VLANOI H2l&l) ZXIJt JCI0IEELICH

PVIZE

Frl

Al

P

1. Private VLAN HOIXIE & AI2.

2. Show PV PortsS 22I6tAAI2.

PV Ports TableOl €& LICH

" 7-37.PVEE H

PV Forts

Refresn

Intertace lype VLAN I
1

Lppy Chancae

CLIZEE AESI0l PVLAN 7 &

Ct& H= Private VLAN HIOIXI0ff EAIE 210 201 PVLANS 7 40t= oiE CLIZE S QUELICH

H 7-86. 118 VLANCLIZ E

cLgg

switchport mode private vlan promiscuous SPXE ZEE RXE VLANOI FOHELICH

switchport mode private vian community

10

LIEI VLANO Z=DHELICH




switchport mode private vlan isolated

ZEE el VLANO =It&LICh

Iy

el

private-vlan primary

=
=

VLAN SILICH

=

Rl

private-vlan community {add community-vlan-list | remove community-vlan-list }

=
-

private-vlan isolated

VLANS| HRLIEI VLANS F2lotHLE MOHELICH
VI

Rl

LANS| 22| VLANS E2lgfLICh

switchport private-vian JH 1 VLAN [community } R LI E] VLAN]

VLAN ZEE Fo|gLICh

=

ol

010

show vlan private-vlan [primary vlan-id]

o

Hol8 = VLANS HEAIELICH

consol e(config)# vlan
dat abase

consol e(config-vl an)#vl an
2

consol e(confi g-vl an) #exi t

consol e(config)#interface
vlan 2

consol e(config-if)#
private-vlan primary

consol e(config)#interface
vlan 2

consol e(config-if)#
private-vlan isolated 10

consol e(config-if)#
private-vlan community add
20

consol e# show vl an
private-vlan

consol e(config-if)# end
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1 ZEJCHE LAGO XIZ S0 AKX 2 &LICH

1 ZE0 XS 28 250t FLEO AN $ELICH

1 ZEJLHOIS g4 2200 ASLICH

1 LAGS 2E ZED 22 4 ZHE & BO" 252 JtX 1 ASLICH
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LACP Parameters HIOIXI0ll= TSt 28 ZEJH ZE &0 ASLICH

LACP System Priority (1-65535) — &% &F 2 2|8t LACP 4 =2 2t LICH Jts8t Hel= 1-65535 LICH J|=8t2 12 LICh

Selecta Port — Al2H =1t & 24 =9 20| NS ZE ¢1SLICH

LACP Port Priority (1-65535) — Z E0il (i&t LACP & =9I gt LICH

LACP Timeout — 22| LACP Al
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1. LACP Parameters HIOIXIE & A2,
2. LACP System Priority 2Z =& X4 &tLICH

3. Apply ChangesE 22|68 AI2.

OHOHSE 2O Fol2l D ZXI0t LUI0IESLICH

3 2E ZE e
1. LACP Parameters HIOIXIS G &AI2.
2. PortParameters @2 ZES A& EHLICH

3. Apply ChangesE 22I5t&AI2.
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LACPONOH B 4= H HA|

1. LACP Parameters HIOIXIS G &AI2.

2. Show AlIZ Z22GtAAIL.

LACPOH N @ 4= BOt ZELICH

CLIBE S AIS8 LACPOIHE = 4

Ct& H= LACP Parameters HIOI X0l EAIE 210t 2001 LACP OO~ &S =

o As e CLIE S QotstLICh
B 7-87.LACPIHI 2 CcLIZ® &
cLIgd =R
lacp system-priority 2t ANAE 26 =2A8 LS LICHL
lacp port-priority 8t Scl ZEQ| 24 =9l gts REELICL
lacp timeout {long | short} 22l LACP Al2t =1t E XIEEHLICH
show lacp ethernet Q1 & Bl Ol A [ parameters | statistics | protocol-state] | OIC{Y! ZE0i St LACP HE S HAIELICH

Consol e (config)# |acp
systempriority 120

Consol e (config)#
interface ethernet 1/ell

Consol e (config-if)# lacp
port-priority 247

Consol e (config-if)# lacp
tineout |ong

Consol e (config-if)# end

Consol e# show | acp
ethernet 1/ell statistics

Port 1/ell LACP
Statistics:

LACP PDUs sent:2

LACP PDUs received: 2
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consol e(config)# interface
ethernet 1/ell

consol e(config-if)#
channel -group 1 node on
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X0l IGMPASE EH5

1. Global Parameters HOIXIE &AL,

2. IGMP Snooping Status Z S0l Al EnableS & {8 LICH

3. Apply ChangesS Z22IGt&AI2.
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bridge multicast filtering
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ip igmp snooping IGMP(QIEIY! O& #EY Z2EZ)AFY

o
123
ox
toh
o
I
[l

consol e(config)# bridge
nul ticast filtering

consol e(config)# ipigmp
shooping

gelXl 2EPDHAE F4 34

5}
I

ot

Bridge Multicast Group HIOIXl= ZE % LAG HIOIS0l ZEIHAE MHIA D0 HZE ZE 2 LAGE EAIRLICHL &8 ZE 2 LAGHOISE 2

EE
0ot LA BHEELICL ZE= J|E 08 = M ZEPHAE MHIA O 0 I8 == ASLICH Bridge Multicast Group HOIXI= M ZEPDHAE AHI
Ch. &8, Bridge Multicast Group HIO|Xl= S& ZEIHAE MHIA =4 OO0 ZES XFELICHL

Bridge Multicast Group HIOIXIE 2™, E2| S0l A Switch— Multicast Support— Bridge Multicast GroupS 22!6t& Al 2.
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Bridge Multicast Address — ZEIHAE 11§ MAC FANP FAS AEEHLICH

Remove — 0| &'S 2 MEIGHH E2|X LEIHAE =40t MAHELICH

Ports — 2EIHAE MHIAN %012 4 U= TEULICH
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LEDHAE =AE S8 ZEN FItots A SAotAdH ZEE FR E28LICH

6. Apply ChangesS 22I5t&Al2.

SelXl HEHAE A0t ZEPHAE S0 NEE D FX

Ot OIOIEELICH

HEHAE MHA =48 ZE F2o

1. Bridge Multicast Group HIOI XIS & A2,

2. VLANID % Bridge Multicast Address Z =5 & 2| & LIC}H.

3. ZES Mgt HEPHAE OIS0 HHAIDIAH ZES S2 E38LICH
4. ST LEHAE =4S S ZE0 FItols XS SXotdH ZES FR E28LICHL

ol
e

5. Apply ChangesS 22I5t&AI2.

ZEJ ZEPHAE Q80 NEEHD FX

Ot OIOIEELICH

HEISHAE MHIA =4 LAGXNE



1. Bridge Multicast Group HIO0I XIS & Al2.
2. VLANID 2 Bridge Multicast Address 2 =5 & 2| & LIC}.

3. LAGE &5 ZEIN
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5. Apply ChangesS 22!

LAGIOH HEIHAE D80 NEEI EX

ot LUloIESLICH

CLIZEES AME8I0 ZEIHNAE MHIA L 22l

CtS HE= Bridge Multicast Group HIOIXI0f EAIE 2t 20| ZEIHAE AMHIA 2
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bridge multicast address {mac-Z E| HA E-F & |ip-HEIMNAE-F A} MAC & ZEINAE FAE 22X 0l S=ot2 3™ ZEES OS50 =t
SLICH

bridge multicast forbidden address {mac-2 ElH A E-F A |ip-2 EI I A E-F 2} add | remove] ST LEIHAE FAE SFH XEN Foicte H8 SXELILL JI28te=2

{ethernet 2 El Bl 0| A-S & | port-channel Z E-H &-H 3-8 5 SO0Ptei® 0l 2o no E#AIS AFEELICH

show bridge multicast address-table [vlan vlan-i d] [address {mac-Z E|FHAE-F A | ip-HEIMNAE- | ZEIHAE MAC =4 H FES ZAELIC

F A} [format ip | mac]

o
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JLICEH

Consol e(config-if)# bridge nulticast address 0100.5e02. 0203

add ethernet 1/ell, 1/el2

consol e(config-if)# end

consol e # show bridge nulticast address-table

M an | MAC Address Type Ports

1 0100. 5e02. 0203 static 1/el1, 1/el2
19 0100. 5e02. 0208 static 1/ell-16

19 0100. 5e02. 0208 dynani ¢ 1/ell1-12

For bi dden ports for multicast addresses:




Vian | MAC Address Ports

1 0100. 5e02. 0203 1/e8

19 0100. 5e02. 0208 1/e8

consol e # show bridge multicast address-table format ip

Man |IP Address Type Ports

1 224-239.130]|2.2.3 static 1/ell, 1/el2
19 224-239.130/2.2.8 static 1/ ell-16

19 224-239.130/2.2.8 dynani ¢ 1/ ell1-12

For bi dden ports for multicast addresses:

Man |IP Address Ports
1 224-239.130/2.2.3 1/e8
19 224-239.130/2.2.8 1/e8

HEHAE AN dE == XIFE

Bridge Multicast Forward All HIOIX|= ¥ ZEPHAE HRE/ARIXIO HZE XN ZE £= LAGE HZE + A= ZES ZSSLCL 2 IGMP ASHO0

200l HES ZE E= VLANO 82 ELICH

Bridge Multicast Forward All HIOI XIS 2242, E2| F0l A Switch— Multicast Support— Bridge Multicast Forward All H 0| XIS 22I6t& Al 2.
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D HES ZEPDHAE IRH £= 22AX0 S8 ZER AZELICH
S HES ZEIHAE 2tRH £= AQAX0 N ZEZ HAZSLICH
F AZ0l SXIE 0 ASLICH

HIO AS | ZEJH ZEIHAE 2tRE = AR HZ 0 UK LSLICH
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1. Bridge Multicast Forward All HIOIXIE K& AI2.

2. VLANID Z2EES HOELICH



3. REE HOAM ZEES S50 ZE0 gtS NFELICHL
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4. Apply ChangesE 23

HEJLEPDHAE 2RH L= AAXI0 HZELICH

HEIHAE 2tREH E= A/AX0 LAGH

[N

1. Bridge Multicast Forward All HIOIXIS K& AlI2.

4. Apply ChangesS Z22I6t&AI2.

LAGOt ZEDHAE ctRH £= AAXI0 HZELICH

Ct& H= Bridge Multicast Forward All HIOI X0l EAIE 23t 20| ZESHAE 2tRHN HZE LAGY ZEE 22|

2 g2 A= i cLI gE s QUELIt
H 7-93. HEIJHAE 22HN H2E LAGH ZESE A28 At CcLIYS
cLgy 44
show bridge multicast filtering vlan-id HEPHAE ZHEY R4S EAELIC
bridge multicast forward-all {add | remove} {ethernet 2 EIH 0| A-S& | port-channel | ZENM RLE LEPHAE 22 LS S4HSIELICL ISUACE SO0Hted® 0l HE
DEJY-HE.E= Sl no EAIS AFZEILICH

Consol e(config)# interface vian 1

Consol e(config-if)# bridge nulticast forward-all add ethernetl/e3

Consol e(config-if)# end

Consol e# show bridge nulticast filtering 1

Filtering: Enabl ed

VLAN Forward- Al |

Port Static Status

1/ell For bi dden Filter




1/ el2 For war d For war d( s)
1/e13 - For war d(d)
IGMP A S5 H

IGMP A %3 HOIXl=
Support— IGMP SnoopingS 2268 Al2.
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Hest hireow: (1 2144485044 )

Lzzve Tireou: (0-2147£53647)

VLANID —VLAN IDE X & & LICH

IGMP Snooping Status — VLANOI| IGMP ASZ S 2435t £= HId3HELICH

Auto Learn — 0|4l ZXI0l XS &5 243 L= HIZ43ELICH

Host Timeout (1-2147483647) — IGMP A& 8= 0] 80| 2tg

2 MK Al

Multicast Router Timeout (1-2147483647)

Leave Timeout (0-2147483647) — LE2EDI Bl ALRI D 2=
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X0 IGMPASY Ed3t

1. IGMP Snooping HIOIXIE 0i & Al

2. IGMP ASHO| 243tE010F & HXI0 CHEH VLAN IDE MEHELICH

3. IGMP Snooping Status 2 S0l A EnableE & & & LICEH
4. HOIXIC 2ES H-ELICH

5. Apply ChangesE 22I5t&AI2.
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1. IGMP SnoopingE (& AI2.

2. Show AllS 2GAAIL.

IGMP A ST HOt SELICH

Os 2= 23X IGMP A TS P48 = e g cLIgdgs

2

B 794 IGMPASZ CLIZE

BHLICH

cLIEdg 49
ip igmp snooping IGMP(IHY 08 F4EA Z2ES)AFEL S 4Lt
ip igmp snooping mrouter learn-pim-dvmrp S3 VLANS 220 Y= LEDHAE 2I2H ZEQ| IS 55 458 LICHL

ip igmp snooping host-time-out time-out

Cl

host-time-outS & &fLI

ip igmp snooping mrouter-time-out Al 2+- = Bt

mrouter-time-outS & & LICH

ip igmp snooping leave-time-out { Al 2t- = 1t | immediate-leave}

leave-time-outS & &LICH

show ip igmp snooping groups [vlan vlan ID] [address ip-2 EI I A E-F A]| IGMP ASZO2 S8 EIHAE DS EAELILCH
show ip igmp snooping interface vlan ID IGMP A58 &S HAIBLICH
show ip igmp snooping mrouter [interface vlan-id] SHOZ 558 LEIMNAE ctRH AHHOIAN et HEE EAISLICH

consol e> enabl e

consol e# config

consol e(config)# ip i gnp snoopi ng

consol e(config)# interface vian 1

consol e(config-if)# ip ignp
snoopi ng nrouter |earn-pi mdvnp

consol e(config-if)# ip ignp
snoopi ng host -ti me-out 300

Consol e(config-if)# ip ignp
snoopi ng nrouter-tine-out 200

consol e(config-if)# ip ignp
snoopi ng | eave-time-out 60




=

X

consol e(config-if)# end

consol e# show i p i gnp snoopi
groups

ng

Man| | P Address Querier

Ports

1 224- Yes
239.130/2.2.3

19 224- Yes
239.130[2.2.8

consol e# show i p i gnp snoopi
interface 1/el

I GW Snooping is globally en

| QWP Snoopi ng is enabl ed on

I GW host timeout is 300 sec

I GW | eave tinmeout is 60 sec

I GW nrouter tinmeout is 200

Automatic |earning of nultic
router ports is enabled

consol e# show i p i gnp snoopi
nTout er

ng

abl ed

VLAN 1

I GW I medi ate | eave is disabled.

sec

ast

ng

VLAN| Ports

1 1/ell

t HOIXIZ SO0t
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show interfaces counters[ethernet ®IE{HOlA | port-channel EE-ijd-# &)

consol e> enabl e

consol e# show interfaces counters

Port InCctets |nUcastPkts | nMcast Pkts | nBecast Pkts

1/e1 000 0

1/e2 000 0

1/e3 000 0

1/e4 0000

1/e500 0 0

1/ e6 0000

1/e7 000 0

1/e8 0 0 0 O

1/e9 000 0

1/e10 000 0

Etherlike SH 27|

Etherlike Statistics HO|XI= QIE{HOIA @F SHE L& LICH Etherlike Statistics HIOIXIE 228 E2| F0OIA StatisticsyRMON— Table Views— Etherlike StatisticsS Xteil 2 225t
HAIL.
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Late Collisions — &1 E{El QIEJHI Ol A0IAl =418t XIH S = LICH

Oversize Packets — & &4 &E QIE HI0| A S| STHE TH2! =2 LICH

Internal MAC Transmit Errors — S &1 & QIE{HOIAS] HE MAC 8& 2F =2 LICH

Received Pause Frames — 1 &1 &l QIE{HO| A2 =45t LAl SX 2F =LICH

HEE LA ST T Y — HHE QEBOIAL BE A X 2T +LICH

OIElH| 0l 2 Q| Etherlike SH I Al

1. Etherlike Statistics HOI XIS G{&Al2.

2. Interface ZE 0 Al AEHOIAS HEGIAAIR.
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CLIZES ME08t0 Etherlike A 21

Etherlike Statistics HIOIXIS (& Al 2.

Reset All CountersS S2I6HA Al 2.

Etherlike Statistics It2E It X

“3FgLUch

CtS HE Etherlike SHE 2= CLIZES ZEELICHL

H 8-96. Etherlike Sl CLIY &
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show interfaces counters[ethernet EHOIA | port-channel

=3RS (TERCTES!

SelX CIEHH Ol A

A o1AE T2l

o
0o
o

cLrggel ol

©°

JLICH

Consol e# show interfaces counters ethernet 1/1

Port | IN Cctets |InUcastPkts |InMastPkts |InBcastPkts

o o o |

Port | QUT Qut Ucast Pkt s | Qut Mcast Pkt s | Qut Bcast Pkt s
Cetets

1/ el ;)188 9 8 0

FCS Errors: 8

Single Collision Frames: 0

Miltiple Collision Frames: 0




SQE Test Errors: 0

Deferred Transnissions: 0

Late Collisions: 0

Excessive Collisions: 0

Internal MAC Tx Errors: 0

Carrier Sense Errors: 0

Oversize Packets: 0

Internal MAC Rx Errors: 0

Recei ved Pause Franes: 0

Transnitted Pause Frames: 0
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Invalid Attribute Value — Z X| GVRP R SotXl 22 &4 gt SHLICH

Invalid Attribute Length — Z X| GVRP R S6HAl &2 =4 20| SHLLICH

Invalid Event — & X| GVRP R 206tXl 22 0|HE SHJLICH

ZTEN et GVRP S AH EAI
1. GVRP Statistics HIOI XIS & Al 2.

2. Interface ZE 0l Al AEHOIAS HEGIAAIR.

SENE QIETHIOIA0 CHE GVRP SHIOF EAIELICH

GVRPSH WM&

1. GVRP Statistics HIOIXIE & Al 2.

2. Reset All CountersE 2&I5t8 Al 2.

GVRP S St28Jt MEZELICH

CLIZEE AIE35t0l GVRP S 271

0SS H= GVRP SHE 2= CLIYES ZEELICH
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GVRP SHE HAIELICH

show gvrp statistics[ethernet QAEHOIA |port-channel XE- I E-# 5]

GVRP 2% SHE EAIELICL

show gvrp error- statistics [ethernet 2@ E/H OlA | port-channel 2 E-Ij 9- ¥ 3]

consol e# show ip interface

GVRP statistics:

Legend:

rJE : Join Enpty Received




rJin : Join In Received

rEnp : Enpty Received

rLin : Leave In Received

rLE : Leave Enpty Received

rLA . Leave All Received

sJE : Join Enpty Sent

sJin : Join In Sent

sEnp : Enpty Sent

sLin : Leave In Sent

SLE : Leave Enpty Sent

sLA : Leave All Sent

Port rJE rJin rEnp rLIn rLE rLA sJE sJIn sEnp : sLIn
SLE sLA

1/e1000000000000

1/e2000000000000

1/e30000000000000

Consol e# show gvrp error-statistics

GVRP error statistics:

Legend:




INVPROT : Invalid Protocol Id

INVPLEN : Invalid PDU Length

INVATYP : Invalid Attribute Type

INVALEN : Invalid Attribute Type

INVAVAL : Invalid Attribute Type

INVEVENT : Invalid Event

Port | NVPROT | NVATYP | NVAVAL | NVPLEN | NVALEN | NVEVENT

1/el

1/e2

1/e3

1/e4

000000O0

000000

000000O0

000000

SLA :

Port
SLA

1/el

1/e2

1/e3

1/e4

Leave Enpty Sent

Leave All Sent

rdin rEnp rLin rLE rLA sJE sJIn sEnp sLIn sLE

000000O0O0OCO

00000

00000

00000

00000

000000O0OO0OCO




1/e5000000000000

1/e6 000000000000

1/e7000000000000

1/e8000000000000
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show dot 1x statistics

consol e# show dot 1x statistics ethernet 1/el

Eapol FramesRx: 11

Eapol FramesTx: 12

Eapol Start FranesRx: 1

Eapol Logof f FramesRx: 1

Eapol Respl dFramesRx: 3

Eapol RespFranesRx: 6

Eapol Reql dFranesTx: 3

Eapol ReqFranmesTx: 6

I nval i dEapol FranesRx: 0

EapLengt hError FramesRx: 0

Last Eapol FrameVersion: 1

Last Eapol FrameSour ce: 0008. 3b79. 8787
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Collisions — Z XIJF 2 A&
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1. RMON Statistics HOIXIS & AlI2.
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show gvrp statistics[ethernet 2 E HOIA |port-channel ZE- I E-H35)
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consol e# show rnon statistics ethernet 1/el

Port 1/el

Dropped: 8

Cectets:

878128 Packets: 978

Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: 0O

Undersi ze Pkts: 0 Oversize Pkts: O
Fragnents:

0 Jabbers: 0

64 Cctets: 98 65 to 127 Cctets: 0




128 to 255 Qctets: 0 256 to 511 Cctets: 0

512 to 1023 Cctets: 491 1024 to 1518 Cctets: 389
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rmon col l ection history index [owner 2R X0IE |buckets H3-YS] [interval

=]

CIEIH Ol 20l A RMONS

show rnon col | ection history [ethernet 2@EHOIA | port-channel ZE- il d-#H 5]

RMON =& J|= SHE EAIELICL

consol e(config)# interface ethernet 1/e8




consol e(config-if)# rnon collection history 1 interval
2400
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show rmon history index {throughput | errors | other} [period seconds]

Cts2 Mol 10Mel =20l CHet RMON OIS SHE HEAIS

consol e> enabl e

consol e# show rnon history 1 throughput

Sanple Set: 5 Oaner: cli

Interface: 24 interval: 10

Request ed sanples: 50 Granted sanples: 50




Maxi mum tabl e size: 270

Time Cctets Packets Broadcast Milticast %

09- Mar-2003 18:29:32 00000

09- Mar-2003 18:29:42 0 0 0 0 O

09- Mar-2003 18:29:52 0 000 0

09- Mar - 2003 18:30:02 0 0 0 0 O

09- Mar-2003 18:30:12 00000

09- Mar - 2003 18:30:22 0
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3. AtHIGtelE= OI#IE S Remove & QlgtS MEIGHD Apply ChangesE 226 AIL.

H S0l ANS D X0t dO0IESLICH
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rnon event Mol EF[comunity BIAE] [description BlAE] [owner nane]

show rnon events
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consol e(config)# rnmon event 1 |og

consol e(config)# exit

consol e# show rnon events

I'ndex | Description | Type | Comunity | Oaner Last Tine
Sent

1 Errors Log CLI Jan 18
2002
23:58:17
2 H gh Log- |router Manager | Jan 18
Broadcast Trap 2002
23:59: 48
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